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Abstract

Many current approaches to learning-based image steganography are, at best,
imperceptible, but their security is vulnerable to state-of-the-art detector networks.
Variational cover modification steganography tackles this problem by training a
generator network to predict the parameters of the distribution of the least detectable
stego-noise for a given cover image. It uses syndrome coding to embed the
message within the distribution constraint and retrieve it exactly when a secret
key is provided. Adversarial learning ensures that the generator evolves against
a continuously refined detector. Experiments demonstrate significant security
improvements, and several ablations support the generator architecture and the
training protocol.

1 Introduction

Steganography hides secret messages inside casual cover objects, such as digital images, sent over
public communication channels. The steganographer (she/her, by convention) is a taker — she must
mimic the empirical distribution of the channel by making the stego objects with hidden messages
indistinguishable from pristine covers. A practical approach is to sample a cover object, and modify it
slightly such that only the recipient can extract the desired message using a pre-shared mechanism [1].
The rationale behind this is that digital images contain noise, making small changes indistinguishable.

The communication channel is observed by a passive adversary (he/him), who attempts to detect ob-
jects that contain a message. Called steganalysis, this task may involve manual (visual) inspection [2]
or automated scanning using a trained classifier [3, 4, 5, 6]. Even slight steganographic modifications
can frequently be discerned from noise, as illustrated in Fig. 1. As the security of steganography is
defined by how difficult it is for an adversary to classify covers and stego objects, it can be measured
using decision error rates in ROC curves and metrics derived from them, such as the area under the
ROC curve (ROC AUC).
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Figure 1: Visual and statistical security of selected steganographic methods. All achieve good
visual quality (PSNR & 40 dB), but previous methods are perfectly detected by the state-of-the-art
steganalysis detector, EfficientNet B0s [6] (ROC curves, top right). SteganoGAN and HiNet embed a
fixed number of bits per element. Our method can hide at custom embedding rates.
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Secure steganography should withstand any form of detection. This requirement puts the steganogra-
pher in an unenviable position. Her embedding strategy must adapt to a non-trivial channel distribution
that is not under her control [9]. The adversary, in turn, can move after she has committed to her
strategy, and can thus optimize detection to the channel and her method [10]. The steganographer’s
only advantage over the adversary is a secret bit string, called key k, agreed upon in advance with the
recipient [11]. The key must not depend on the message or the cover, and is best chosen at random.

Steganography and learning have an intricate relationship. On the one hand, learning can help the
steganographer to understand the cover distribution, especially its noise, and allow her to modify
sampled objects in the least conspicuous spots. On the other hand, learning-based steganography
struggles to achieve the desired property that the exact knowledge of the key should reveal the message
completely, while a single bit flip should remove all traces of its existence. This is reminiscent of
Shannon’s notion of confusion in cryptography [12, p. 709]. Intuitively, any applicable loss function
must be a non-differentiable impulse, since any indication of a gradient could allow the adversary to
train a surrogate model and gain sufficient knowledge of the key [13]. Many learning-based methods
abandon the idea of a key [14, 15, 16, 7, 8, 17], and thus compromise on security.

Variational cover modification steganography, the main contribution of this work, solves this dilemma
by restricting the learning part to understand where the cover can be modified, and delegating the actual
embedding to coding techniques established in the signal processing community. Specifically, we use
adversarial training to evolve a generator that predicts the joint distribution of secure modifications.
Unlike in typical GANs [18], the discriminator continuously improves its capability to do steganalysis.
Following this approach, we obtain a learning-based steganographic method for color images that can
transmit significantly longer messages than many learning-based methods in the literature, with zero
bit errors. At the same time, it is significantly more secure than all the learning-based methods in our
benchmark, and outperforms signal processing-based steganography for all but the shortest messages.

Roadmap Section 2 reviews existing learning-based approaches to steganography, positioning
variational cover modification within this design space. Section 3 describes our experimental setup,
mentions potential limitations, presents the main results, and documents our ablations. Section 4
discusses the insights gained and reflects on the potential impact of the design. Section 5 concludes.
Our code is available at https://github.com/uibk-uncover/vcms.

2 Machine learning in steganography

In this section, we introduce notation and terminology (Sec. 2.1), then we summarize previous
approaches that apply machine learning to steganography (Sec. 2.2), and finally we describe our
variational approach (Sec. 2.3).

2.1 Notation and terminology

We denote vectors and tensors in boldface and their elements in plain, x = (x1, . . . , xn), with the
length, n = |x|, often implicit. To annotate whether an object, x, contains a steganographic message,
we write x(0) for covers, x(1) for stego objects with any message embedded, and x(m) for stego
objects with the specific message m. Messages are assumed to have zero redundancy, meaning that
the size of the message, |m|, is a precise metric for the capacity. We shall use h(p) for the binary
entropy (in bits) of a categorical distribution with parameter vector p. To relate the message size to
the cover dimension, we define the embedding rate α = |m|/|x| in bits per element (bpe). This work
uses RGB color images, which have three elements per pixel.

Regarding terminology, steganography is related to, but distinct from digital watermarking [19, Sec. 1].
Both techniques embed information into media objects. The primary goal of robust watermarking is
making the mark hard to remove without impairing the utility of the object. The mark does not need
to be undetectable. The primary goal of secure steganography is undetectability in a given channel.

2.2 Existing approaches

The literature documents numerous proposals to use machine learning for steganography. In Table 1,
we organize them into three approaches: generative steganography, end-to-end methods, and evasion
attacks. We contrast them with variational methods (cf. Sec. 2.3) and signal processing methods that
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Table 1: Different approaches to using learning for steganography.
Approach Setup phase Embedding phase
Generative steganography Training of image generator Image generation

from latent message

End-to-end methods Adversarial training of detector and Forward pass
message encoder (“hiding network”)

Evasion attacks Training of detector against Optimization against
existing methods fixed detector, (coding)

Our approach:
Variational methods Adversarial training of detector and Forward pass, coding

stego-noise distribution generator

For comparison:
Without learning Manual (heuristic) Signal processing, coding

do not involve learning. The differences lie in the setup, i. e., before secret communication takes
place, and in how messages are embedded. The result of the setup phase is shared knowledge of all
potential communication partners, akin to a public standard. This must be distinguished from the
key exchange, which also takes place before communication and depends on a confidential channel
between the sender and recipient. The embedding phase produces the stego object once the setup is
complete and the message and concrete cover are known. The setup is reused for many exchanges.

Generative methods Unlike in cover modification steganography, generative steganography syn-
thesizes a stego object containing the desired message without requiring a cover. A common pattern
is to encode the message into the latent, and decode using an invertible diffusion process to ensure
that it can be recovered [20, 21, 22, 23]. Another option is to condition the diffusion on an external
constraint, such as a (secret) extraction network [24, 25]. With access to the image generator, gen-
erative methods can be secure in channels where synthetic images from the exact same model are
plausible [26, 27]. However, such channels may not exist. Current methods fall short of mimicking
natural images. Their outputs inevitably contain traces of image synthesis [28]. The same limitations
also apply to recent works that propose to guide the diffusion process by a cover image [29, 30],
which blends over to cover modification.

End-to-end methods End-to-end methods embed by cover modification using a “hiding” net-
work [15, 14, 16, 7, 31, 32]. As illustrated in Figure 2a, the network takes a cover image, x(0), a
message, m, an optional key, k, and produces a stego image, x(m). The message is extracted from
x(m) by a “revealing” network. Systems can be trained adversarially against a discriminator, which
should make them undetectable.

The training loss of end-to-end methods typically combines three objectives: an adversarial term
maximizes the detection error, either by fooling an actual discriminator, e. g., cross-entropy [14], the
Wasserstein loss [7], or through discriminator-free regularization [8]; a perceptual term reduces the
embedding impact, e. g., L2 norm [14], LPIPS [31], or SSIM [32] between x(0) and x(1); finally, a
decoding term reduces bit errors in the extracted message, but may not fully avoid them.

Evasion attacks For steganography by evasion, the setup involves training a strong detector against
existing steganographic methods. The message is embedded by an optimization that searches for
changes which encode the message and fool this fixed detector [33]. The process resembles the
search for adversarial examples [34] with additional constraints from the message. Coding has been
proposed to efficiently meet this constraint [35]. While promising, a shortcoming of this approach is
the high computational effort required for each message. This approach has not yet been successfully
demonstrated for images in the spatial (pixel) domain, let alone color images.
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2.3 Variational methods

Our work embarks on a different way of using machine learning for cover modification steganography.
Variational methods learn to predict the distribution of undetectable stego-noise for a given realization,
x(0), of the cover source. Stego-noise, d, is defined as the difference between stego and cover objects.
Its distribution can be interpreted as a map indicating where it is more secure to modify the cover. As
the number of modifications required to embed a message depends on its size, one should not predict
the change probabilities, p, directly. Rather, the generator, G, predicts a cost map, %, that assigns
higher costs to elements that are less secure to modify (Figure 2b+c).

This approach becomes feasible because syndrome-trellis codes (STC) exist [36]. They are special
kinds of covering codes that embed a message by modifying symbols inversely proportional to a
cost vector, while allowing the recipient to extract the message without the knowledge of where
the embedding took place. The latter principle was first introduced by Anderson [11], and STCs
can be considered a generalization of this principle. Mathematically, the sender finds a solution
to an underspecified system of equations that minimizes the sum of the costs associated with each
symbol transition. This solution must satisfy the constraint that the recipient can recover the message
by multiplying the received sequence with a key-dependent parity-check matrix using finite field
arithmetics (see Appendix A.2 for a technical briefing). Algorithmically, the sender uses a variant of
the Viterbi algorithm [37]. This makes STCs efficient, and the realizations of d closely follow the
stego-noise distribution induced by the cost vector [38].

To learn where stego-noise is least detectable, the generator,G, is trained adversarially, using feedback
from a discriminator, D, that performs steganalysis. To enable gradient flow from D to G despite the
discrete nature of STCs, we replace the coding with a differentiable simulator, as shown in Figure 2b.
The iso-entropic softmax approximates the coding by constraining the binary entropy of p to match
the desired message size |m| (in bits),

h(p) = h(softmax(−λ%)) = |m|. (1)

Observe that the costs % are inverse logits of p, i. e., p = softmax(−λ%), where the scalar λ−1 is the
softmax temperature. The entropy constraint is expressed as an implicit function of λ in Eq. 1, hence,
the solution must be found numerically. Finally, the stego-noise is sampled as d ∼ Categorical(p).

This approach is inspired by signal processing methods that perform steganography without learn-
ing [39], and hence without having to worry about differentiability [35]. Based on the observation
that detectors err in textured or noisy areas, these methods hand-craft cost functions using linear
high-pass filters [40, 41] or wavelets [42, 43]. However, there is no mechanism in place to ensure
that the heuristics capture the security-related properties of the channel. Moreover, and perhaps
consequently, all of these methods simplify the task to grayscale channels, which are uncommon in
practice [44]. The feedback loop that is built into adversarial training was slow and involved humans
(researchers) in the 2010s.
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Figure 2: Role of the generator in cover modification steganography. Our variational method generates
the stego-noise distribution indirectly using predicted costs and message size |m|. During training (b),
the noise is simulated according to the probabilities p. During inference (c), STC codes produce flip
vectors very close to the distribution. End-to-end methods (a) try to combine this in one network.
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3 Experiments

3.1 Setup

Data We use 80 005 cover images from the ALASKA dataset [44], the de-facto standard benchmark
for color image steganography, and crop them to the dimension 3× 2962. The images are randomly
assigned to the training, validation, and test sets in a ratio of 70:15:15.

Steganography We compare our method with selected end-to-end learning-based steganographic
methods (using their public implementations) that have been published in the last ten years at the
leading venues in machine learning and computer vision: HiDDeN [16], AdvSteg [14], DeepSteg [15],
SteganoGAN [7], HiNet [8], CRoSS [45], and DiffStega [29]. The methods were trained on our
dataset, using each method’s training protocol, to minimize out-of-distribution effects. For the CRoSS
and DiffStega methods (with > 109 parameters), we use the pretrained weights. From the signal
processing methods, we compare against common benchmarks, HILL [40] and WOW [42], and
extend them to color using the CCM strategy by Cogranne et al. [46].

As steganography is easier to detect in larger covers, we harmonize the cover dimensions for a fair
comparison. This was possible for all methods except AdvSteg [14], whose dense layers cause the
number of parameters to grow with the input dimension. While we acknowledge this as an advantage
for AdvSteg, the results give a very clear message anyway.

Adversarial system The adversarial system is at the core of variational cover modification steganog-
raphy. We adopt the generator, discriminator, and training protocol of [47], which presented this
method to the security community (see Appendix A.5 for the relation between the two papers). Our
generator network, G, uses a single depthwise separable block with 7×7 kernels, 192 latent channels,
and leaky ReLU activation between the depthwise and the pointwise convolutions. The discriminator,
D, is based on UcNet [48], a specialized detector for color image steganography. The generator trains
with a non-saturating adversarial loss, (using the notation introduced in Section 2.1)

LG = D(x(0) + d) + ReLU

(
# elements modified

# pixels
− c
)
. (2)

The stego-noise d is drawn from the categorical distribution, d ∼ Categorical(p), where p =
softmax(−λ · G(x(0))). The latter term is a soft constraint that leans the generator towards more
conservative behavior of changing fewer elements. As long as the change rate remains within the
budget [0, c], the generator only minimizes detectability. As the change rate is bounded to [0, 3] in
RGB images, we set c = 0.5.

The discriminator trains with a hinge loss using margin ±1,

LD = ReLU(1 +D(x(0))) + ReLU(1−D(x(0) + d)). (3)
This training setup allows the generator to keep learning even if the discriminator becomes confident.
Later, in Table 4, we support our design by an ablation study that evaluates selected generator and
discriminator architectural choices, and the change rate budget term of Equation 2.

To ensure that our setup (in Fig. 2b) is differentiable, we adopt tricks from evasion attacks [35]. This
means calculating the gradient of the iso-entropic softmax manually by differentiating the (implicit)
constraint using the implicit function theorem, ∂λ

∂%i
= − ∂h

∂%i

(
∂h
∂λ

)−1
. We use bracket search combined

with binary search to solve for λ in the forward pass. Our sampler from the categorical distribution
uses a discretized Gumbel-softmax combined with a straight-through estimator. See Appendix A.6
for comparisons to other approaches.

For more details on our model, see Appendix A.1. To facilitate reproducibility, we also provide the
source code, trained weights, dataset splits, and decision vectors.

Detectors We benchmark against three state-of-the-art deep-learning detectors: B0s, SRNet, and
UcNet. B0s is a modified variant of EfficientNet B0 [49] using known tricks to boost its performance
for steganalysis: removing the stem layer stride [6], and pretraining on an ImageNet classification
task [50]. SRNet [5] is an established architecture for steganalysis, adapted to color by increasing the
number of input channels. UcNet [48] is a specific architecture for color steganalysis, which is also
used as the discriminator.
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Training the adversarial system The adversarial system is trained for 15 epochs at a fixed learning
rate 10−4, using the RMSprop optimizer, and a batch size of 32. To ensure invariance across message
lengths, we draw the embedding rate for each cover randomly from α ∼ Uniform(0.1, 1). The
training uses a 1:5 update ratio, i. e., five update steps of the discriminator are followed by one update
step of the generator. At every update step, we apply a mild gradient norm constraint (norm 1). Once
trained, we use the generator network to simulate the stego images for the covers.

Training the detectors The steganalysis detectors are trained on our dataset for each combination
of steganographic method (e. g., the exact generator weights) and embedding rate to ensure that the
security evaluation is as conservative as possible. For their training, we use the Adam optimizer
with cross-entropy loss and a one-cycle policy at a peak learning rate 10−3 for 30 training epochs.
Detectability is measured by the area under the ROC curve (ROC AUC). As the classes are balanced,
ROC AUC ranges between 0.5 (random guess; worst) and 1.0 (perfect detection; best).

Computational resources The adversarial training was conducted on an internal workstation,
equipped with 90GB GPU and 1000GB of RAM, requiring approximately five hours per run. We
used the same system to train the end-to-end methods that we are comparing to, and the runtimes
varied from three to 24 hours. Steganographic embedding—performed for approximately one hour
per method and message size—yields 80 005 simulated stego images that occupy around 1.5GB of
disk space. The detector training was distributed across two shared clusters of nodes equipped with
consumer-grade GPUs (30GB VRAM, 16GB RAM), which took an average of eight hours per model.
This implies that, for example, the results presented in Table 2 represent a cumulative computational
cost of 23 GPU days and 300 GB of storage.

3.2 Limitations

Three factors may impair the generalizability of the experimental results below. First, the main results
rely only on the ALASKA dataset, the de-facto standard in color image steganalysis, which contains
images from many different cameras and randomized, well-documented processing steps. We confirm
the improvement over signal processing-based methods on RAISE, a popular image-forensic dataset,
in Appendix A.7. However, neither may be fully representative of real-world images, which undergo
a plethora of processing pipelines, including heavy compression and recompression. Second, the
main results use an embedding simulator, which draws realizations from the ideal distribution and
may thus overestimate the practical security of the method. We confirm that embedding with actual
STCs increases the detectability only slightly (cf. Appendix A.3). Third, the signal processing-based
methods have been designed for grayscale images and had to be extended to color using one of several
strategies [46]. It is unknown to what extent this strategy influences the detectors in our study. We
argue that none of these limitations poses a substantial threat to the validity of the main point behind
variational cover modification steganography or its performance compared to end-to-end methods.

Table 2: (In)security of learning-based cover modification steganography against state-of-the-art
detectors. The end-to-end approaches embed very short messages or bitmaps of matching size. Our
method is harder to detect (AUC ≪ 1) and, thanks to coding, can adjust the message size flexibly.
ROC AUC (↓) Steganographic method and embedding rate [bits per element]

End-to-end

HiDDeN AdvSteg DeepSteg SteganoGAN HiNet CRoSS DiffStega Ours

Detector 10−4 10−3 8.0 1 2
3

1
3 8.0 < 10−3 8.0 .4 .2 .1 .05

B0s 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 .868 .850 .804 .769
(std. error) (.015) (.022) (.044) (.046)

SRNet 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 .869 .842 .797 .771
(std. error) (.006) (.036) (.056) (.059)

UcNet 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 .918 .864 .810 .766
(std. error) (.013) (.019) (.025) (.032)
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Figure 3: Distributions of the embedding changes made by the steganographic methods. The error
bars are barely visible. They denote ±1 standard error. Embedding rates are in parentheses.

3.3 Results

We compare the security and the shape of the stego-noise of our method to seven end-to-end methods,
before we also compare to two signal processing-based methods.

Table 2 presents the comparison to the learning-based approaches. Our variational method is the
only one that resists detection to some extent, while all end-to-end methods are perfectly detectable,
irrespective of the message size. This is consistent with the evidence in [8, Fig. 5] and [51, Tab. 2].
To put the numbers into perspective, a ROC AUC of 0.80 approximately translates to 40% correct
detection at a fixed false positive rate of 5%. The table also shows that the detector architecture is of
minor impact, as the ROC AUC estimates mostly lie within one standard error. Long messages are the
exception. They are best detected by UcNet, the newest architecture and the one specifically designed
for color steganalysis. The standard errors are calculated over the performance of three distinct
detector trainings that start from differently initialized weights, against three different generators
extracted at checkpoints that are 1000 training steps apart. We use green color to annotate standard
errors calculated this way. We refrain from calculating standard errors for the end-to-end methods.
As the initial detectors achieved perfect separation in all cases, we deemed the additional ≈ 16 GPU
days required to estimate (likely negligible) variances to be a waste of resources.

To understand the differences between the approaches, it is instructive to explore the marginal
distribution of the stego-noise, depicted in Figure 3. The fact that our method limits changes to ±1
likely contributes to its improved security. The impact of learning will become evident when we
compare to the signal processing methods, which restrict the stego-noise to the same domain.

Table 3 compares our variational approach to methods based on signal processing. Significant
improvement is evident for longer messages, but not for very short ones. This is because almost every
image has some cheap spots that can be found regardless of learning. Learning becomes relevant for
longer messages when the obvious spots are taken. This is illustrated in Figure 4. The standard errors
in Table 3 span three different generator checkpoints for our method. For the signal processing-based
methods, the three detectors are trained against a fixed method. We indicate this difference by printing
the standard errors for a fixed method in gray.

Table 3: Security of learning-based costs compared to common signal processing-based benchmarks,
using state-of-the-art detectors trained specifically against every method.

ROC AUC (↓) Steganographic method and embedding rate [bits per element]

Signal processing-based Learnt
HILL WOW Ours

Detector .4 .2 .1 .05 .4 .2 .1 .05 .4 .2 .1 .05

B0s .944 .890 .821 .746 .948 .905 .834 .731 .868 .850 .804 .769
(std. error) (.004) (.020) (.011) (.011) (.007) (.002) (.010) (.009) (.015) (.022) (.044) (.046)

SRNet .943 .899 .821 .716 .954 .899 .824 .731 .869 .842 .797 .771
(std. error) (.007) (.004) (.007) (.023) (.002) (.010) (.005) (.011) (.006) (.036) (.056) (.059)

UcNet .951 .907 .840 .741 .949 .897 .817 .721 .918 .864 .810 .766
(std. error) (.001) (.002) (.002) (.003) (.002) (.003) (.004) (.006) (.013) (.019) (.025) (.032)
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Embedding rate α
[bits per element]

α = 0.4 α = 0.2 α = 0.1 α = 0.05

Stego image x(1)

Stego-noise d
|di| ∈ {0, 1}3

Change rate d̄
[changes per element]

d̄ = 0.070 d̄ = 0.031 d̄ = 0.014 d̄ = 0.005

Figure 4: Sample stego images of our method, with the corresponding stego-noise realizations d.

3.4 Ablation

We carry out ablation on three design elements related to the generator and discriminator networks as
well as the training protocol. Table 4 shows the results. Regarding the kernel size of the generator,
7× 7 performs much better than 5× 5. Interestingly, it also outperforms 9× 9. When we replace the
UcNet with the much larger B0s as discriminator, we observe a substantial decrease of security. It can
be explained in different ways, e. g., too large difference in the capacities of G and D, or suboptimal
architectural components, such as the batch normalization in B0s. We leave further optimization
of the design components to future work. Finally, removing the change rate budget from the loss
function in Eq. 2 also reduces security. Without this regularizer, the generator becomes reckless and
changes most of the pixels to push the sample towards the detection boundary. By doing so, it is
easily caught by a freshly trained detector. Amongst the tested configurations, our baseline setup
turns out to be the best.

We are aware that oscillating performance during the adversarial training could potentially distort the
conclusion of the ablation. To show that this is not the case, we report the performance over a grid of
checkpoints in Appendix A.4.

4 Discussion

We started out by observing that existing end-to-end learning-based steganography is insecure, and
developed a method that combines the benefits of learning with established coding techniques. Table 5

Table 4: Results of the ablation study: 7 × 7 is a sweet spot, UcNet is a good choice for the
discriminator, and without the change rate term in the loss function, the network underperforms.

ROC AUC (↓) EfficientNet B0s # parameters
Condition Emb. rate (bpe): 0.4 0.2 0.1 G D

Baseline as presented .868 .850 .804 14.6k 675k
(std. error) (.015) (.022) (.044)

G: 9× 9 convolution .932 .851 .826 20.7k
(std. error) (.012) (.031) (.047)

G: 5× 5 convolution .955 .947 .949 10k
(std. error) (.015) (.024) (.027)

D: EfficientNet B0s .987 .978 .967 4M
(std. error) (.005) (.002) (.003)

Training: no change rate budget .977 .980 .969
(std. error) (.005) (.004) (.008)

8



Table 5: Properties of existing end-to-end methods compared to our variational method.
Reference Cover dim. Secret message Parameters Bit error Key Code

Ref. Here rate avail.

HiDDeN [16] 5122 2962 fixed to 30 bits 488k 2.0 · 10−4 no yes‡
AdvSteg [14] 1082 322∗ fixed to 10 bits 6.4M 1.3 · 10−4 no yes
DeepSteg [15] 642 2962 RGB image† 2.6M .494 no no‡

SteganoGAN [7] ? 2962 bitmap† 83k .020 no yes
HiNet [8] 2562 2962 RGB image† 4M .183 no yes
CRoSS [45] 5122 2962 secret prompt 1.1G ? no! yes
DiffStega [29] 5122 2962 RGB image† 1.1G .361 no! yes

Ours 2962 any up to 1.5 bpe 15k 0.0 yes yes
†: of cover dimension ∗: changing it requires retraining ?: not explicitly stated in the paper ‡ third-party implementation
!: The paper’s notion of “key” is designed to protect the content of the message, but not its existence.

shows that our variational method occupies a favorable position of the design space. Among the
methods considered, it is the only one that supports a secret key to hide the existence of the message.
Unlike all others, it extracts the exact message without incurring bit errors. (For a fair evaluation, the
message size would have to account for the overhead of error correcting codes [7, 31].) The adjustable
message size means that the steganographer can select a point on the capacity–security tradeoff. Our
method can also adapt to channel conventions, as it accepts covers of any dimension. Finally, its
generator has the fewest parameters by a margin. This is presumably because the variational approach
only has to learn the least detectable stego-noise, whereas the end-to-end methods require capacity to
model the source as well as the embedding operation.

The bit error rate in Table 5 applies to lossless transmission. If the image is processed in transit, for
example by recompression on social media platforms, coding-based extraction will most likely fail.
Some of the other methods may recover part of the message from its redundancy, e. g., when an image
is embedded in an image [15, 8]. But perceptual notions of robustness are fuzzy and hard to evaluate.
A principled approach would begin with a precise channel model and select tailored error-correcting
codes, which would reduce the effective message size. For example, robustness to cropping would
require embedding shorter messages in tiles of the image; robustness against downscaling would
mean embedding into low frequencies of a transformed image, and so on. We deem these problems
orthogonal to learning how to make changes that are undetectable.

Although the idea behind variational cover modification is intuitive, it only works if a number of
factors align. Replacing STC with a differentiable simulator is the first step. Then it is tempting to
predict the probabilities, p, directly, which has been pursued, for grayscale images, and with varying
success [52, 53, 54, 55, 56, 57]. The main problem is that predicting p couples the learning of
the source with the global entropy constraint. Only networks with a global scalar bottleneck can
reasonably achieve this. But they are unnecessarily complex for adversarial training, and do not
support arbitrary cover dimensions [58]. Our idea of predicting costs, %, in color images with a
simple, fully convolutional generator, unlocks steganography by variational cover modification.

Turning to future work, the variational approach itself could unlock innovation in steganography.
The problem of color image steganography is not fully solved. Complete undetectability in any
cover, i. e., ROC AUC at 0.5, is still out of reach (cf. Table 2). What constrains our method is
its implied distribution model for the stego-noise. While we do model color channels jointly, we
must assume that modifications to cover elements are independent. This constraint is given by the
coding, which is only efficient under additive costs (see Appendix A.2). Fortunately, innovation
does not need to wait for better coding. The variational approach allows us to experiment with
different classes of probability distributions that imply non-additive costs. As long as efficient and
differentiable simulators exist, generators can be trained and benchmarked. Once a good distribution
model for hard-to-detect stego-noise is found, one can turn to the coding layer and search for efficient
constructions, or, for the sake of security, accept less efficient search.

The ideas presented here can also serve as blueprints for steganography in images compressed with
JPEG or processed by social media platforms, as well as in other modalities, such as compressed
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video, which appears more challenging because it nests elements of different type [59]. Applying
variational cover modification to AI-generated sources is another possible avenue. It may avoid the
need for invertible diffusion in generative steganography (cf. Sec. 2.2).

Finally, secure steganography has broader societal implications by empowering individuals against
systematic oppression. Steganography lays the foundation for unobservable communications,
censorship-resistant protocols, deniable encryption, and many privacy-enhancing technologies. At-
tempts to restrict the use of cryptography by law become unenforceable if secure steganography
exists. It is in the interest of the community to avoid a false sense of security that may arise from
inadequate benchmarks, like reducing security to imperceptibility, in highly visible research papers.

5 Conclusion

Steganography must be secure and practical. Security means undetectability by any choice of detector.
Practical means that the method can adapt to a channel that is not under the steganographer’s control.

Variational cover modification steganography tackles this by combining learning with coding in
a novel way. While previous learning-based methods have focused on modeling the image, our
approach is to model the least detectable stego-noise for a given image. Evaluations show that our
adversarially learned method is much more secure than all end-to-end alternatives, and less detectable
than signal processing-based methods for all but very short messages.
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A Technical appendices

A.1 Detailed method and setup

Our method Figure 5 shows our system model, complementing Figure 2b with further details. In
orange are the input and output of the system—the cover and the stego image, each with 3 channels for
the RGB color space. The generator consists of a depthwise-separable block: a depthwise convolution
with 7× 7 kernels, no bias, and 3× 64 output channels; a leaky ReLU that introduces non-linearity;
and a pointwise convolution with 1× 1 kernels, bias term, and 27 output channels, that correspond to
all the combinations of ±1 changes in an RGB color pixel:

0 +1 -1 0 +1 -1 0 +1 -1 0 +1 -1 0 +1 -1 0 +1 -1 0 +1 -1 0 +1 -1 0 +1 -1
0 0 0 +1 +1 +1 -1 -1 -1 0 0 0 +1 +1 +1 -1 -1 -1 0 0 0 +1 +1 +1 -1 -1 -1
0 0 0 0 0 0 0 0 0 +1 +1 +1 +1 +1 +1 +1 +1 +1 -1 -1 -1 -1 -1 -1 -1 -1 -1
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cover image x(0)

depthwise convolution
7× 7, 3→ 192 ch.∗
leaky ReLU (0.2)

pointwise convolution
1× 1, 192→ 27 ch.

Generator

softmax

λ-solver
|m| =
h(softmax(−λ%))

%

Iso-entropic
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λ

Gumbel–softmax sampling

seed p

Simulator

+

d

UcNet∗Discriminator

stego image x(1)

0 1

L

∗

Figure 5: Training setup of our generator. Blue arrows are the gradient paths during back-propagation.
(∗) mark the components considered in the ablation.

Continuing with Figure 5, in blue are the gradient paths from the discriminator that illustrate the
differentiability tricks. In the iso-entropic softmax, we replace the automatic differentiation of the
solver with the gradient of the constraint. The value of λ is carried over from the forward pass.

The green markers denote design aspects that are covered by the ablation study in Section 3.4: the
filter size in the depthwise convolution of the generator; the architecture of the discriminator; and the
change rate budget in the loss function, which features the probability map p.

The seed in the Gumbel-softmax sampler is an indirect placeholder for the choice of message m and
key k, enabling reproducibility. The Gumbel-softmax block conspicuously lacks the input for the
temperature τ , which typically controls the simulated annealing, i. e., the exploration-exploitation
tradeoff [60]. This is because in our method, this tradeoff is already controlled by the value of λ
through the choice of the message size |m|. As a result, τ is not a free parameter in our setup.

Training of detectors: α-curriculum Simulated annealing is a popular technique in steganalysis,
where it is known as α-curriculum [61]. Usually, a detector for lower α is initialized with weights
from a detector trained for higher α, which tends to improve its performance. The detector for the
highest α is initialized with the weights acquired from an ImageNet-pretrained model [50]. We adopt
this technique for detectors of the signal processing-based method and our variational approach, using
the curriculum α = 1→ 0.4→ 0.2→ 0.1→ 0.05 bits per element. Each curriculum step follows
the setup described in Section 3.1 of the main text.

A.2 Coding for steganography

In this appendix, we summarize the key principles of coding for steganography that may not be
widely recognized in machine learning, specifically the results in [62], [63], and [36]. Recommended
chapters in textbooks on this topic are [64, Ch. 9], [65, Ch. 2], and [66, Sec. 5.2].

Preliminaries The steganographic method must define a mapping from cover elements to symbols
of the code alphabet. Without loss of generality, we assume binary code symbols {0, 1}, and a
mapping that simply takes the least significant bits (LSBs) of the intensity values xi. This way, a
sequence of bits, b(0), can be extracted from the cover, x(0). In order to embed a message given as a
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maximum-entropy bit string, the sender has to find a sequence b(m), which reproduces the message
m if the mapping is applied to the stego object, x(m), followed by decoding using the correct key, k.

The embedding operation performs the actual cover modification by replacing each element, x(0)
i ,

of the cover, where b(0)
i 6= b

(m)
i , with the nearest value, x(1)

i , that maps to the target symbol, b(m)
i .

“Nearest” is often defined by the absolute difference, but other distance metrics are possible, too.
For the binary symbols mapped from LSBs in the example above, the embedding operation simply
increments or decrements mismatching values by one to ensure that the LSBs match.

Generalized selection channel with random block codes Sender and recipient use a cryptograph-
ically secure pseudo-random number generator, seeded with k, to produce a shared sparse matrix, H ,
over the code alphabet. H has as many columns as there are cover elements, and as many rows as
there are message bits.

By convention, the recipient extracts the message by computing the matrix product,

m = Hb(m), (4)

over the field GF(2) in the case of the binary code alphabet. This corresponds to applying a parity
check matrix in channel decoding, yielding the syndrome (error pattern); hence the name “syndrome
coding” in steganography.

To ensure that this decoding rule works, the sender must solve,

Hv = m−Hb(0), (5)

for the change vector, v, indicating which symbols in b(0) must be flipped to obtain b(m). The
solution can be found, for example, with Gaussian elimination. If H is sparse in the right way,
solutions exist with very high probability [63].

Crucially, if H has more columns than rows, the sender can exclude cover elements from being
modified by eliminating the corresponding columns from H before solving for v, and inserting zeros
(“do not modify”) at the respective positions in v. This means that the sender can avoid selecting
risky pixels, and the recipient does not need to know which pixels were selected or excluded in order
to correctly reconstruct the message. This property is known as “selection channel” [11].

In expectation, there is no coding loss with random block codes. However, since solvers for v
tend to have cubic complexity in the number of equations (rows), it is common to split covers with
thousands of elements into smaller blocks. (Compare the left panel to the center panel in Fig. 6.) This
incurs some coding loss, meaning that every block needs a few more columns than rows to keep the
probability of finding solutions for all blocks high.

Considering costs with convolutional codes If the dimensions of H yield an underspecified
system, multiple solutions are feasible. Syndrome trellis codes (STCs) take advantage of this by
making it possible to efficiently find a solution that minimizes the sum of costs associated with each
symbol transition, i. e.,

min
v

∑
i

vi · %i, s. t. m = Hb(m). (6)

Observe that each transition at every position in the vector can have its own cost. In variational cover
modification steganography, it is this cost vector, %, that is predicted by the generator G.

To efficiently find solutions where the probability of changing an element, pi, is inversely proportional
to its cost %i, STCs take inspiration from convolutional decoding using the Viterbi algorithm [37].
The sparse matrix, H , implied by the algorithm’s trellis, takes the form of the right panel in Fig. 6.
Overlapping submatrices Ĥ of small dimensions—typical “constraint heights” are in the range
between 8 and 15 for binary alphabets—ensure flexibility in the choice of positions to change, while
keeping the search space tractable.

Costs are scaled to probabilities by the message size |m| through the binary entropy,

|m| = h(p) = h(softmax(−λ%)). (7)

This connects to Eq. 1 in the main text. The probabilities p are, for a fixed cover image and its cost
vector %, obtained by iterating over possible keys k and messages m. The entropy is a result of
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Figure 6: Illustration of the parity check matrices used in syndrome coding. See text for details.

the Shannon’s source coding theorem [67, Sec. 9]. The Boltzmann distribution, embodied by the
softmax function, is the solution to minimal sum of costs at a fixed level of entropy.

For short messages in large covers, the number of embedding changes can be much lower than the
message size. This effect of increasing embedding efficiency can be seen in Fig. 4 (in the main text),
where the wedge between change rates, d, and embedding rates, α, widens for shorter messages.
Embedding efficiency, e, is defined as the number of message bits per changed element. To get an
intuition for this effect, consider that there are n + 1 ways to modify at most one of n positions.
Therefore, we can communicate log2(n + 1) · (n+1)/n bits per change. (The first factor uses the
definition of entropy. The second factor accounts for the fact that we don’t need to make any change
with probability 1/(n+1).) Empirically, change vectors v produced by STCs are realizations of a
categorical distribution with parameter vector p [38]. The embedding simulator, used for the training
of the generator and in the evaluation, parametrizes the categorical sampler in exactly this way.

Since the matrix H of STCs has a particular structure, a naive use could reveal information to the
adversary. To maintain security, a pseudo-random permutation dependent on k is applied to b(0)

before coding, and inverted for b(m) before applying the embedding operation. With knowledge of
k, the recipient can recover this permutation and apply it prior to extraction.

Finally, binary code alphabets are often suboptimal. Mappings to ternary symbols support individual
costs for incrementing and decrementing [68]. As our method works on images with three color
channels, it uses 27-ary symbols to learn the costs of each direction in the color cube.

A.3 Security with coding

Converting the costs to probabilities for the simulator using the entropy constraint (Eq. 1) assumes
that there is zero coding loss. Practical codes, however, incur a strictly positive coding loss, i. e., they
make slightly more changes per message bit than asymptotically necessary. These additional changes
may increase the detectability in practical use. Hence, the simulated results tend to overestimate the
practical security, which we acknowledge in the limitations (Sec. 3.2).

To quantify this gap, we embed with actual STCs into 200 covers, randomly selected from the
ALASKA test set, and measure both the coding loss and its effect on detectability. The STCs operate
on 27-ary symbols, one per pixel, matching the costs our generator predicts for all 27 possible
changes of a color pixel, {−1, 0,+1}3. For each cover, we draw a uniformly random message and
a random key, which determines the permutation of the pixels and their costs before coding, as
well as the full-rank submatrix Ĥ over GF(33). The width of Ĥ follows from the embedding rate,
rounded down so that the whole message fits. Its height, the constraint height h, trades coding loss
for complexity. As the trellis has 27h states, we use h ∈ {2, 3}.1

Figure 7 shows the distribution of the coding loss over the covers, i. e., the relative decrease of
the embedding efficiency compared to the simulator, (esim−estc)/esim. The embedding efficiency, e, is
defined as in Appendix A.2. The loss decreases with the constraint height and depends only weakly
on the embedding rate. Occasional negative values occur because esim is an expectation, whereas estc
is computed from a single realization per image.

1The Viterbi algorithm stores one back-pointer per state and trellis column, i. e., about Nqh bytes, neglecting the columns
for the message symbols. For q = 27 and N = 2962 px, this amounts to 1.7GB for h = 3 and 47GB for h = 4. Embedding
with h = 3 takes about 10 s per image with our implementation.
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Figure 7: Coding loss of 27-ary STCs relative to the simulator, per embedding rate. Mirrored
histograms over 200 covers show the constraint heights h = 2 (left) and h = 3 (right). Increasing
h shrinks the loss from about 19 % to 11 %. The embedding rate affects the spread of the loss, but
barely its median.
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Figure 8: Security of embedding with actual 27-ary STCs compared to the simulator on the same 200
covers, using the detectors trained against the simulator. STC embedding is slightly more detectable,
and the gap grows with the message length. The error bars denote ±1 standard error taken over three
generator checkpoints and the matched detectors.

Figure 8 compares the STC embedding to the simulator in terms of detectability. We apply the
detectors trained against the simulator in the main results to the STC and simulator stego images of
the same 200 covers, i. e., without retraining. STC embedding is slightly more detectable throughout,
and the gap grows with the embedding rate, from about +0.01 ∆ROC AUC at 0.05 bpe to about
+0.03 at 0.4 bpe. This is in line with the coding loss in Figure 7: at a fixed loss, longer messages
require more additional changes. Accordingly, the larger constraint height h = 3 tends to be less
detectable than h = 2. The slight overestimation of security due to the simulator does not affect our
key findings: the end-to-end methods remain perfectly detectable, and the comparison with signal
processing-based methods is fair since they are also evaluated using the simulator.

A.4 Selecting the generator state

GANs are notorious for instabilities during training [69, 70]. In our adversarial system, this would
manifest as large oscillations in detectability of generators from different update steps.

We explore this concern in Figure 9, by training separate detectors for different generator states, that
were acquired with a single adversarial training run. The error bars were obtained with bootstrapping,
hence representing variation within the dataset. The least and the most detectable generator states are
0.06 units apart (in terms of ROC AUC from 0.5 to 1.0). While the selection of the generator weights
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Figure 9: Sensitivity of the performance to the choice of the GAN checkpoint. We train a separate B0s
for each training step at α = 0.4 bpe. Our baseline uses the weights after 24k update steps. The error
bars are acquired by bootstrapping (250 random cover-stego pairs, drawn 100× with replacement).
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Figure 10: Compared to our variational method (Fig. 2), existing methods use the generator to predict
probability maps. Therefore, their architectures must have a scalar bottleneck to satisfy the entropy
constraint. This means fixed (or inflexible) input dimensions, and retraining for each embedding rate.

plays some role, the training remains fairly stable. We observe no perfectly detectable states or large
oscillations.

A.5 Predecessors to variational cover modification steganography

Methods that learn the probabilities p As discussed in Sec. 4, there exist steganographic methods
that attempt to model the change distribution, and hence could be classified as “variational” in a broad
sense. All of these approaches use generator networks that directly infer the probability map, p, for
fixed entropy. We illustrate this idea in Figure 10, to be compared with Figure 2 in the main text.

The probability map is used in a differentiable sampler. Fig. 11 illustrates several ways that have
been explored in the literature: by employing a proxy network [71]; by straight-through replacing the
gradient of the noise with the probability [72]; by using a specific loss that features the probability p,
which allows the gradient to pass back [53]; or by reparametrization by double-tanh construction [52],
which separates the randomness, and establishes an arithmetic (i. e., differentiable) relationship of p
and d. We compare the double-tanh and the Gumbel-softmax constructions below in Sec. A.6.

Predicting the probability moves the entropy constraint from an external iso-entropic softmax into
the generator itself. This approach has three major limitations, which make it impractical.

1. Large and constrained generator. Only networks with a scalar bottleneck can yield output
probabilities of fixed entropy, because the entropy is calculated as a sum over terms from
each element. All the methods thus employ variants of the U-Net architecture [73].

Proxy network
p d D L

Probability (STE)
p d7
p

D L
Policy gradient
p d D L7

Reparametrization
p d

u ∼ U
7 D L

Figure 11: Existing approaches to differentiable categorical sampling. Forward paths are black,
gradient paths are blue, (7) marks non-differentiable paths.
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Table 6: Security of the PTS method compared to our variational design.
ROC AUC (↓) Steganographic method and embedding rate [bits per element]

PTS∗ (39.1M param.) Ours (15K param.)

Detector .4 .2 .1 .05 .4 .2 .1 .05

B0s .941 .873 .767 .660 .868 .850 .804 .769
(std. error) (.004) (.000) (.005) (.008) (.015) (.022) (.044) (.046)

SRNet .926 .797 .705 .565 .869 .842 .797 .771
(std. error) (.001) (.012) (.004) (.036) (.006) (.036) (.056) (.059)

UcNet .897 .783 .671 .587 .918 .864 .810 .766
(std. error) (.004) (.004) (.005) (.010) (.013) (.019) (.025) (.032)

∗For PTS, the dataset was top-left cropped to 3× 2562 to meet the method’s constraints.

2. Fixed cover image dimension. The U-Net transforms the image to scalar by repeated
convolutions with stride 2. The decoder mirrors this using transposed convolutions with
stride 2. This effectively restricts the input image (cover) to fixed dimensions, typically 2562

or multiples thereof.

3. Training with a fixed message length. The message length, i. e., the output entropy, is not
an explicit input, but an implicit constraint in the loss function. During training, the output
of the generator must learn for a single message size over all the covers. This may hinder
generalization to other message sizes.

There is also a fourth limitation that applies to nearly all the approaches:

4. Single channel. The majority of the existing methods only apply to grayscale cover images,
which are very uncommon in real-world communication channels. The only method for
color is the phased-training strategy (PTS) [58]. For completeness, we compare our method
to PTS in Table 6. Our method is less detectable than PTS only for longer messages, and
lags behind for shorter ones. Error bars for PTS are computed from a single generator
state, because we use pretrained weights provided by the authors. Our generator remains
competitive for longer messages with a fraction of the parameters and for arbitrary input
dimensions.

Relation to Beneš and Böhme [47] This paper and [47] report selected results from the same
project to two relevant research communities: machine learning and security. Both communities
differ in their conventions for evaluation and presentation. This paper and [47] use the same generator,
discriminator, and adversarial training protocol, but differ in the framing and analysis methods.

The only small overlap is in Table 3, which reports the configurations covered in [47, Tab. 3], as
this paper would be incomplete without this comparison. Compared to [47, Tab. 3], Table 3 shares
two of the seven steganographic methods and three of the four detection methods, adds two more
detector runs per configuration to estimate standard errors, and reports a different performance metric
(ROC AUC versus PE in [47]).

Apart from this small overlap, all experiments and results reported in this paper are novel, meaning
they do not appear in [47]. In particular, the emphasis on learning the least detectable stego-noise
from the cover distribution, the notion of “variational” cover modification, and the relation to other
learning-based approaches to steganography are unique to this paper. By contrast, [47] emphasizes
the automation of the research process, reports and compares runtime behavior, and spends attention
on the interpretation of the learned cost function in color images.

A.6 Selection of solvers and simulators

The steganographic simulator by Filler et al. [39] requires solving Equation 1 for λ. The authors
propose a simple solver consisting of an exponential bracket search, followed by a binary search within
the bracket. Their solution, including the hyperparameters for initialization and stopping criteria,
became the de-facto standard in research code. Bernard et al. [35], who proposed the differentiable

20



Solver
Bernard et al. [35]
Filler et al. [39]

Estimated embedding rate α̂
0 0.2 0.4 0.6 0.8 1.0

Cost distribution fixed α

N (0, x2)

Pareto(10−3, x)

U(0, x)

Exp(x)

x% wet

10−7 10−8 10−9100

0.0040.0080.0120.016

106107108

105 106107108

60% 70% 80% 90%

Figure 12: Accuracy of solvers for the iso-entropic softmax under extreme cost distributions. Marks
show the attained rate, α̂, for i. i. d. costs with parameter x (below each mark) against the target
α = 0.4 (gray line). The solver by Bernard et al. [35], which we use, is more stable. The standard
error bars are smaller than the marks and thus invisible.

simulator, use a similar construction, but with changes to the configuration. In Figure 12, we compare
the two solvers in terms of their stability under extreme cost distributions for the target embedding
rate, α = 0.4. Inaccuracies arise from numerical instabilities or from reaching the maximal number
of iterations during the search. For well-behaved distributions, both solvers yield accurate λ estimates.
For extreme exponential, uniform, and normal cost distributions, the solver from [39] misses the
target, whereas the solver from [35] remains accurate. For the Pareto and wet cost distributions, both
solvers miss the target alike. As the solver from [35] is more stable, we use it in our adversarial
training.

While the differentiable simulator from [35] uses the Gumbel-softmax reparametrization, some
literature employs a double-tanh construction [52], designed for binary (and, in principle, ternary)
sampling. We compare how well these two approaches converge to the target (categorical) distribution
p. We draw a number of samples (d’s), average them, and calculate the Kullback–Leibler divergence
(DKL). As shown in Figure 13, both the Gumbel-softmax and double-tanh estimators converge to
the target distribution at the same rate as the true categorical sampler. The choice is thus decided by
the alphabet: our generator models the 27-ary joint changes of a color pixel, which the double-tanh
construction cannot represent. It is restricted to binary and ternary alphabets.

A.7 Generalization to a different dataset

To test generalization beyond ALASKA (cf. limitations in Sec. 3.2), we repeat the main experiments
on RAISE [74], a popular image-forensic dataset of 8 156 images from 3 cameras. We fetch the
developed, uncompressed images (“TIFF”), published by the authors, and convert them to the
dimension 3× 2962 with the following two-step procedure.
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Figure 13: Convergence of the estimated categorical distribution d̄ with 3 outcomes to the true
distribution p, across different simulators. All simulators converge at the same rate. The error bars
are standard errors over 100 seeds.
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Table 7: Security of our method compared to common signal processing-based benchmarks on the
RAISE dataset, analogously to Table 3 on ALASKA. Everything trainable is retrained on this dataset.

ROC AUC (↓) Steganographic method and embedding rate [bits per element]

Signal processing-based Learnt
HILL WOW Ours

Detector .4 .2 .1 .05 .4 .2 .1 .05 .4 .2 .1 .05

B0s .997 .987 .952 .877 .994 .979 .928 .860 .837 .757 .715 .664
(std. error) (.000) (.001) (.001) (.009) (.001) (.002) (.008) (.003) (.009) (.013) (.020) (.022)

SRNet .995 .976 .931 .841 .996 .975 .927 .845 .899 .855 .832 .815
(std. error) (.002) (.001) (.003) (.004) (.001) (.003) (.005) (.008) (.007) (.016) (.022) (.031)

UcNet .993 .952 .858 .766 .990 .946 .855 .751 .882 .819 .791 .770
(std. error) (.001) (.002) (.004) (.003) (.001) (.003) (.004) (.006) (.011) (.012) (.017) (.016)

• Crop the image to the resolution s2 using the smart crop [75, 44], where the size s is
uniformly drawn from {296, . . . ,min(height,width)}.

• Resize the image to 2962 with pillow’s default settings (e. g., bicubic interpolation).

The random resampling factor suppresses demosaicing traces, which would otherwise reduce the
options for secure steganographic embedding. Still, RAISE is substantially more homogeneous than
ALASKA, which randomly varies the demosaicing method as well as whether and in which order
cropping and resizing are applied. We split RAISE 70:15:15 into training, validation, and test sets,
retrain our generator on it, and also train all detectors anew.

Table 7 compares our method to the signal processing-based methods on RAISE, to be compared
with Table 3. Our method is more secure than the signal processing-based methods across nearly all
embedding rates and detectors. A notable gap in favor of our method is at 0.4 bpe. We attribute this
to learning: a more homogeneous source, such as RAISE, has more consistent statistics, which the
learned costs can fit, whereas hand-crafted costs are the same for any source.
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