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Abstract. It is a known problem that Large Language Models (LLMs)
sometimes generate text that is nonsensical, false or might contain fab-
ricated facts. This can also happen when data about natural persons
is generated. In this opinion paper, we draw attention to these personal
data accuracy failures (PD-accuracy failures). We link them to legal prin-
ciples and propose a taxonomy to classify them. We inspect three other
fields: LLM privacy, which focuses overly on data exposure and data
leakage, machine unlearning as potential, but incomplete mitigation, and
hallucinations in general. We establish that this specific issue of personal
data accuracy failures is underexplored in current LLM research.

Keywords: Large Language Models - personal data accuracy - informa-
tional self-determination - trustworthy Al.

1 Introduction

If you had asked Bing Copilot about Martin Bernklau in August 2024, it would
have told you:

“A 54 year old man called Martin Bernklau from T{ibingen/district Calw
has been charged with child abuse and exploiting dependants. He con-
fessed in court and was ashamed and repentant.”EI

Besides, he was also described as a con man defrauding widows and as someone
who escaped from a psychiatric institution. The generated text also contained
his phone number and home address [42]. Additionally, the LLM stated that

3 Quote translated from the original German article “KI-
Chat macht Tiibinger Journalisten zZum Kinderschénder”,
https://www.swr.de/swraktuell /baden-wuerttemberg/tuebingen /
ki-macht-tuebinger-journalist-zum-kinderschaender-100.html, accessed on

23.09.2025


https://www.swr.de/swraktuell/baden-wuerttemberg/tuebingen/ki-macht-tuebinger-journalist-zum-kinderschaender-100.html
https://www.swr.de/swraktuell/baden-wuerttemberg/tuebingen/ki-macht-tuebinger-journalist-zum-kinderschaender-100.html
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it was “unfortunate that someone with such a criminal past has a family.’ﬂ In
reality, Martin Bernklau is a journalist reporting on court cases. The crimes the
LLM made up have all been cases he has reported on. To our knowledge, he has
not been accused of any real-world crimes. Instead of removing or correcting the
inaccurate information concerning him, Bing Copilot employed an output filter,
which completely blocked the LLM from using his name [42]. Such filters are
just a quick fix, which do not solve the underlying issue. Operators may choose
them in the hope to evade accountability, considering that in many jurisdictions,
inaccurate personal data might violate the legal rights of affected persons.

Martin Bernklau is not the only person who has been affected by inaccurate
LLM generations. There have also been other reported cases where an LLM gen-
erated wrongful criminal allegations [3I7I32] or even false death notices [2]. This
can lead to a loss of reputation, spreading of misinformation and significantly
impact a person’s life. Events like this become even more concerning when we
consider that LLMs have applications in many different sectors, like medicine,
law, and finance [9]. In many sectors, personal data is processed routinely with
potentially significant consequences, and all kinds of interactions or information
retrievals are done through LLMs. Research has shown that the fluency and
quality of generated text, particularly the apparent absence of inconsistencies,
leads many users to blindly believe that generated text is accurate [20]. This
means that if an LLM repeatedly generates inaccurate data, as in the case of
Martin Bernklau, users are likely to believe it.

Since the term accuracy is often used in a different context in machine learn-
ing, we use the term personal data accuracy (PD-accuracy) in this paper. For
incidents where inaccurate personal data is generated, we use the term PD-
accuracy failures.

In this opinion paper, we highlight PD-accuracy failures as a relevant pri-
vacy issue that is underexplored in current LLM privacy research and outline
directions for future research. After defining terms, we contextualize how PD-
accuracy relates to privacy and autonomy in Section [2] and outline causes of
PD-accuracy failures in Section [3] In Section [d we devise a new taxonomy that
distinguishes eight dimensions of PD-accuracy failures, using the literature on
general LLM errors, as well as documented cases of PD-accuracy failures. In
Section B} we turn to known machine unlearning methods and show that they
may serve as starting points at best. We discuss our findings and conclusions in
Sections [6] and [7] and propose some possible directions for future research.

2 Privacy, Personal Data Accuracy and Autonomy

In this section, we outline interpretations of privacy and personal data in research
and in law. We give an overview of related work in LLM research to show that this

4 Translated from “KI-Chat macht Tiibinger Journalisten zum Kinder-
schénder”, https://www.swr.de/swraktuell /baden-wuerttemberg/tuebingen /
ki-macht-tuebinger-journalist-zum-kinderschaender-100.html, accessed on
23.09.2025
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broad perspective of privacy is rarely reflected here and position PD-accuracy
as a novel and overdue direction in privacy research.

2.1 Definitions

Privacy is a broad term which has been defined in many different ways. Here,
we recall the core notions relevant to the topic of this paper and introduce new
concepts which have not yet been defined in the literature.

Personal Data. We start with a definition of personal data. Similarly to legal
texts like the General Data Protection Regulation (GDPR) [45], we define per-
sonal data as any information associated with an individual natural person [46].
Examples for personal data are address information, health records, e-mail ad-
dresses, credit card numbers and phone numbers. In many jurisdictions, personal
data is treated differently from other data and receives additional protection.

Personal Data in LLMs. LLMs process large amounts of personal data, both in
their input and their training data. Processing personal data comes with some
unique challenges. Prior research shows that LLMs can memorize personal in-
formation, which can then again be extracted from them [8I27I24]. One way to
mitigate this would be to reduce the impact of personal data during training
or avoid training LLMs on personal data altogether. To achieve this, different
techniques have been proposed, such as differential privacy [14/1] for privacy-
preserving training or PII (personally identifiable information) scrubbing for
data curation. For PII scrubbing, the personal data in the text can either be re-
moved or replaced with a mask value, e.g. the name of a person could be replaced
with the mask <NAME>. For this, personal data has to be identified in a text.
Whether information is personal data can depend on context. For instance, the
mention of a disease alone is not personal data, but in connection with a person,
it is (e.g. “X has cancer”). Even if the personal data follows a pattern, such as a
phone number, identifying it automatically is not trivial. Techniques like Named
Entity Recognition (NER) [18] can be used to find instances of phone numbers
in a text, but cannot distinguish whether this is the phone number of a person
(personal data) or of a business (not personal data). This means that even when
data curation techniques are used, some personal data remains in the training
data. Additionally, these techniques can come with utility loss [24122].

Personal Data Accuracy in LLMs. We now outline what it means for personal
data to be accurate in the context of LLMs. A high quality LLM preserves
information it has seen. As a baseline for an ideal LLM, we expect that the
LLM does not modify the information it is given. To assess PD-accuracy in an
LLM, we should only measure how it deviates from this baseline. However, we
cannot presume that the LLM recognises or rectifies inaccurate data, if it has
never seen the correct information. As seen above, identifying personal data is
not a simple problem for LLMs, which makes finding and correcting inaccurate
data challenging. How this problem can be solved is an entire field of research,
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often referred to under the umbrella term of unlearning (also see Section .
Additionally, the correctness of personal data often cannot be verified easily,
since the full information (ground truth) might not be known to the LLM.

Personal Data Accuracy Failures. For LLM generations which contain inaccurate
personal data, we use the term personal data accuracy failures (PD-accuracy
failures). PD-accuracy failures can have several causes. Training and input data
can be inaccurate or out of date. As a result, an LLM might receive inaccurate
data as input and reproduce it in its generation. The LLM can also introduce
additional inaccuracies itself. It can e.g. modify the data it is given, invent new
facts or put existing information into the wrong context. Such inaccuracies can
even be introduced through privacy-enhancing mechanisms. For instance, Paudel
et al. [36] show that when LLMs are used to obscure private information in user
output (sanitization), they may replace sensitive information with plausible but
fabricated content, potentially altering the original meaning and introducing
misleading or deceptive information.

PD-accuracy failures are a privacy issue under a broad definition of pri-
vacy, which is generally adopted in the interdisciplinary scholarly literature. We
give examples from three different disciplines: legal studies, philosophy and eco-
nomics. In his widely cited article, “A Taxonomy of Privacy”, the legal scholar
Daniel Solove includes inaccuracy in his taxonomy under distortion [41]. Distor-
tion arises when personal information is inaccurate, misleading, or presented out
of context, resulting in a false or unfair representation of an individual. Solove
argues that such distortions can cause reputational and practical harms by un-
dermining a person’s ability to control how they are represented and evaluated
by others. For instance, inaccurate data in credit reporting can lower a person’s
credit score. Distortion does not only affect the individual person, but also so-
ciety as a whole, since reputation is an important aspect of how people interact
and behave. LLMs which generate inaccurate personal data impact the data au-
tonomy of individuals. If we want LLMs to be beneficial to society, we need to
take the problem of PD-accuracy in LLMs seriously.

The philosopher Helen Nissenbaum [29] defines privacy in terms of contez-
tual integrity. Rather than viewing privacy as secrecy, she understands it as the
appropriateness of information flows. Whether information sharing constitutes a
privacy violation depends on the context, including the type of information, who
the information is about, who sends and receives it, their roles and relationships,
and the purpose of the transmission. For instance, if Bob tells his friend Alice
information in confidence, Alice sharing this information with Bob’s employer
would be a violation of privacy as this information was given to her within a
friendship context and might not be appropriate for a workplace context.

In his 1980 paper, the economist Jack Hirshleifer states that privacy goes
beyond mere secrecy [15]. Instead of treating privacy as a way to withdraw from
society by keeping information secret, he understands it as a social and economic
mechanism that helps organize society. Privacy regulates access to personal infor-
mation in a way that respects informational “property” and enables individuals
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to maintain autonomy within society, while supporting efficient coordination and
cooperation.

How important data autonomy is in the context of PD-accuracy can be seen
from the case of Martin Bernklau described in the introduction. Here, an out-
put filter was employed, which completely blocked the LLM from using his
name, instead of just removing or correcting the inaccurate information con-
cerning him [42]. In a world where many people use LLMs to obtain informa-
tion, this can greatly affect a person’s life and deprive them of informational
self-determination. For a journalist like Martin Bernklau, this might lead to his
work not being found by readers or possible employers, which can have significant
financial and reputational effects.

Because of the impact on individuals, the importance of PD-accuracy is rec-
ognized and codified in privacy and data protection regulations globally. The
1980 OECD Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data [33] include data quality in their principles and state that personal
data should be accurate. These seminal guidelines have influenced privacy regu-
lations around the globe. For instance, the US Federal Trade Commission names
quality and integrity of personal data as one of their privacy principles [I1]. PD-
accuracy can also be found in the Japanese Act on the Protection of Personal
Information [44] as well as in European law. Under the GDPR, several princi-
ples for the processing of personal data apply, accuracy being one of them [47].
Additionally, data subjects have various rights concerning their personal data,
among them the right to erasure (“right to be forgotten”) [48] and the right to rec-
tification [49]. It has been observed that corporations often tend to comply with
European regulations, even if they are based outside of the European Union.
This is also referred to as the Brussels effect [6]. Consequently, PD-accuracy in
LLMs is not only of theoretical interest, but crucial for their lawful operation.

2.2 Privacy Risks in LLMs

Considering the broad view of privacy in other fields, it is surprising that in
machine learning research, privacy is often understood in a rather narrow sense.
Here, most research is strongly focused on data exposure and data leakage. To ob-
tain an overview over current LLM privacy research, we reviewed several widely
cited surveys and found that PD-accuracy is not mentioned in any of them.

In their 2025 survey, Das et al. [I3] review research concerning security and
privacy risks connected with LLMs. They focus on attacks on LLMs, e.g. gradient
leakage attacks, membership inference attacks, PII leakage attacks, as well as
potential defences against them. The authors do not mention PD-accuracy, but
name hallucination as a privacy and security risk. Yan et al. [52I53] conduct
two surveys which focus on data privacy issues connected with LLMs. In both
surveys, the authors divide privacy threats into two categories: privacy leakage
and privacy attacks, showing a strong focus on these two research areas. Neel et
al. [28] survey privacy problems in LLMs. They cover work concerning privacy
leakage and attacks, as well as privacy-preserving technologies, copyright, and
machine unlearning. They also discuss GDPR compliance in connection with
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LLMs, mainly concerning the right to be forgotten. However, they do not mention
the personal data accuracy principle of the GDPR.

Despite PD-accuracy being an important aspect both in interdisciplinary
privacy literature and in law, to our knowledge, nobody has attempted to sys-
tematically classify PD-accuracy failures for LLMs. Most similar is probably the
work of Le Jeune et al. [I9], who systematically review and classify reported inci-
dents of problematic interactions with LLMs. These incidents also include cases
of PD-accuracy failures, which are classified under misinformation and fabrica-
tions, but not distinguished in a more detailed manner. In incident databases
like the AT Incident Database [26], PD-accuracy failures are not classified un-
der privacy, but in categories such as false and misleading information. So far,
LLMs and PD-accuracy have been mainly explored from a legal perspective,
especially in connection with the GDPR. Pesch and Bohme [37] discuss how
LLMs can violate the GDPR data accuracy principle. Rossello [39] examines the
problem of factually inaccurate personal data generated by LLMs and the legal
and technical challenges of rectifying such data under the GDPR. Christakis [10]
presents different legal interpretations concerning the topic of hallucinations and
data subject rights under the GDPR. Novelli et al. [30] outline legal challenges
connected with generative Al in the European Union and name hallucinations
and PD-accuracy among one of them. Yet, PD-accuracy in LLMs seems to be
underexplored in the technical literature.

3 Causes of PD-Accuracy Failures

The causes of PD-accuracy failures are not yet fully understood. In this section,
we discuss several known factors contributing to these failures. We begin with
hallucinations, which account for a large share of these failures, and provide an
overview of the related literature in Section Bl We then discuss some other
causes in Section [3.21

3.1 Hallucinations

There is a large body of research on inaccurate data generated by LLMs (halluci-
nations). This body of research is also relevant for our work, since hallucinations
are one cause of PD-accuracy failures. There are varying definitions in literature
on what defines a hallucination. Zhang et al. [54] survey existing research on
hallucinations and distinguish between three different hallucination types. For
input-conflicting hallucinations, the generation is not consistent with the input
given by the user. They denote hallucinations where the generation conflicts
with previously generated content by the LLM as context-conflicting. Gener-
ations which are either unverifiable or inconsistent with world knowledge are
fact-conflicting hallucinations. The authors state that the main focus of current
hallucination research and benchmarks is on fact-conflicting hallucinations.
Huang et al. [I6] distinguish between two hallucination categories: factuality
hallucinations and faithfulness hallucinations. They define factuality hallucina-
tions similarly to the fact-conflicting hallucinations by Zhang et al. [54]. They
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define LLM faithfulness as the “logical consistency of its generated content.”
Faithfulness hallucinations are generations that either deviate from the user’s
instruction, the provided context or contain contradictory reasoning steps which
are inconsistent with the previous generation. As in the work by Zhang et al. [54],
factuality is considered to be an important aspect of hallucinations.

Contrary to the previous two works, Bang et al. [4] argue that a distinction
should be made between factuality and hallucination. They state that these are
distinct issues which require different mitigation strategies and should be mea-
sured by dedicated benchmarks. According to their work, factuality relates to
the correctness of a generation with respect to a reference source, whereas hal-
lucination relates to the consistency of the generation with reference to either
the input context or the training data. They claim that “an answer that is con-
sistent with the training data of the model, but is factually wrong because e.g.
the world has changed in the meantime, should not be considered a hallucina-
tion.” The authors use the term extrinsic hallucination for generations which are
inconsistent with the training data and intrinsic hallucination for generations
which are inconsistent with the training context. For the creation of our taxon-
omy of PD-accuracy failures, we use existing hallucination research as guidance
for exploring this novel aspect of LLM inaccuracies.

3.2 Other Causes

Not all inaccuracies generated by LLMs are caused by hallucinations. Two other
causes are: ambiguous entities and temporal errors.

It can be difficult for LLMs to distinguish between ambiguous entities, mean-
ing different entities which have the same or a similar name. Lee at al. [2I] de-
scribe and classify different types of incomplete answers caused by ambiguous
entities. For instance, they describe that LLMs can merge facts concerning dif-
ferent entities, which can lead to incorrect or misleading information. Since it is
common that different persons can have the same name, ambiguous entities can
also cause PD-accuracy failures and are therefore included in our taxonomy.

According to Wallat et al. [5I], LLMs can make different kinds of temporal
errors. Temporal information might be disregarded, e.g. due to popularity, time
might be shifted or modified or the LLM might misunderstand the current time.
Additionally, the training data of the LLM might be outdated due to training
cut-off, or the LLM might use outdated information for the generation due to lack
of temporal understanding. All of these errors can also occur when text about
persons is generated. Due to this, we also took temporal errors into account
when creating our taxonomy. The related work in these fields can serve as a base
for exploring PD-accuracy failures.

4 A Taxonomy of Personal Data Accuracy Failures

The causes for PD-accuracy failures are manifold. Possible causes are outdated,
noisy, biased, incorrect or ambiguous training or context data, as well as an
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absence of reliable data sources, especially when data of non-public persons is
involved. Lack of temporal understanding can also cause PD-accuracy failures.
We have reviewed relevant work concerning hallucinations and other causes of
PD-accuracy failures (see Sections and and built our taxonomy based
on this existing research.

To our knowledge, there currently exists no taxonomy or classification which
distinguishes between different dimensions of PD-accuracy failures. Therefore,
we propose one in this work. The goal of this taxonomy is to aid privacy and
LLM researchers in exploring the causes and frequency of PD-accuracy failures,
devising methods of measuring them, e.g. by creating dedicated benchmarks or
studies, as well as finding possible mitigation methods.

4.1 Method

We compiled documented cases of PD-accuracy failures. For this, we searched
several Al incident databases (AI Incident Database [26], ATAAIC repository [38],
OECD AIM [34]) as well as data protection complaints by noyb [31], and re-
viewed existing legal and technical literature. Since there were very few docu-
mented cases, we also searched for known LLM issues in literature that could
cause PD-accuracy failures. We reviewed work concerning hallucinations [54UT64],
temporal robustness [51I50] and ambiguous entities [21]. Using this data, we cre-
ated a taxonomy of PD-accuracy failures. We initially developed the taxonomy
with five dimensions, which were extended to eight after group discussions with
experts. The taxonomy shows the different dimensions PD-accuracy failures can
take, as well as possible aspects of them which could be explored in future work.

4.2 Classification

Our taxonomy contains eight different dimensions of PD-accuracy failures: fact,
role, relation, identity, time, location, context and inference. In Table[I] we show
examples for each dimension. When possible, these examples are based on real
reported cases or taken from the literature. PD-accuracy failures cannot always
be classified under just one dimension, several different dimensions can apply.
Additionally, in some cases missing or incomplete information in a dimension
can lead to PD-accuracy failures. Examples for these more complex occurrences
of PD-accuracy failures can be seen in Table

[® Fact. The generation contains wrong factual information about a person. The
LLM might describe these fabricated facts in a detailed manner. In some cases,
the fabricated facts are also backed up by fabricated references, as can be seen
in the example concerning Jonathan Turley in Table [T}

8 Role. Here, the facts are grounded in a real-world event, but the person’s
role in that event is altered. The information might be associated with a person’s
name, e.g. through an article published by them, as can be seen in the example
concerning Martin Bernklau in Table [I} In the example, his role was changed
from reporter to perpetrator of a crime.
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«* Relation. The relationship between entities is misrepresented. Entities can
e.g. be persons, locations or organisations. While the entities themselves are real
and a relationship between them does exist, the generated text alters that rela-
tionship. In the example concerning Mark Walters in Table [1} the relationship
is altered from awardee to employee. Generations that involve non-existent en-
tities, or introduce a relationship that did not previously exist, are not classified
under relation, but under fact.

& Identity. People with the same or a similar name are confused. Here, infor-
mation about one person can be attributed to another person, as can be seen
in the Michael Jordan example in Table[l] Data of different persons can also be
merged, as can be seen in the Senator Grundy example in Table

® Time. Temporal information in a generation is shifted, modified or even
disregarded entirely, e.g. due to lack of temporal understanding. The generation
can also contain outdated information due to training data cut-off. In the Nicola
Sturgeon example in Table [I] outdated data is used for the generation.

0 Location. The generation contains an incorrect location (e.g. country, city, or
address), such as a place of residence, a birthplace, as in the example concerning
Barack Obama in Table 1} or another location associated with the person.

P Context. Information about a person or connected with them is put in the
wrong context. This could be the setting of an event, as in the Bob Marley
example in Table Here, the context is altered from a fictional scenario in
song lyrics to a real-world interview with the artist. Context can also refer to
wording, such as the use of outdated language or variations due to dialect or
regional language differences (e.g. British vs. American English). If a regional
or temporal variation changes the meaning or framing of the information, we
categorize it under the context dimension rather than under time or location.

Q Inference. The LLM infers information about a person in the generation.
This might be based on personal attributes such as gender, race, nationality,
etc. The inference might be biased, as can be seen in the example in Table [T}
where the LLM infers that Alice is a mother because she is a woman. The LLM
may also introduce moral judgements about a person.

Our taxonomy might not cover all possible dimensions. Since there currently
is a lack of documented cases of PD-accuracy failures, there might be more
dimensions which we have not observed yet. We are in the process of evaluating
the taxonomy further and will modify and extend it based on our evaluation
results. For future work, we want to develop a dedicated benchmark for a large-
scale analysis on a larger set of PD-accuracy failures.

4.3 PD-Accuracy Failures and Hallucinations

Hallucinations and PD-accuracy failures are related, but distinct. Hallucinations
which do not contain personal data are not PD-accuracy failures. While many
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Table 1. Examples for PD-accuracy failures classified according to our taxonomy. The
dimension where the failure occurs is highlighted in red.

Dims. Example

Model  Jonathan Turley was accused of sexual harassment by a former student
(Washington Post, March 21, 2018).

Truth Jonathan Turly is not connected with sexual harassment in any way.

Model  Arve Hjalmar Holmen is a convicted murderer.

Truth Arve Hjalmar Holmen is not connected with murder in any way.

Model  Brian Hood was convicted as a criminal in a bribery scandal at Australia’s
Reserve Bank.

Truth Brian Hood was a whisteblower in the bribery scandal at Australia’s Reserve
Bank.

Be
-~ a
2%? Model  Martin Bernklau was convicted for various crimes, e.g. child molesting, fraud
and drug dealing.
Truth Martin Bernklau is a reporter who reported on various crimes, e.g. child
molesting, fraud and drug dealing.

Model Mark Walters worked as a treasurer for the Second Amendment Foundation
(SAF).

Be

« 2 Truth  Mark Walters received an award from the Second Amendment Foundation
©m (SAF).
Q

Model  Celina Euchner is married to the rapper Kontra K.

Truth Celina Euchner interviewed the rapper Kontra K.

Model  The actor Michael Jordan was born in Brooklyn.

Truth The actor Michael Jordan was born in Santa Ana. The baseball player
Michael Jordan was born in Brooklyn.

58
6 Ej Model  Senator Grundy served in the United States Senate from December 11, 1929,
& Q to December 1, 1930, and again from October 19, 1829, to July 4, 1838.

Truth Senator Felix Grundy served from 1829 to 1838. Senator Joseph R. Grundy
served from December 11, 1929 to December 1, 1930.

Model  Scotland’s first minister Nicola Sturgeon launched an independence campaign
(December 2024).

Truth Nicola Sturgeon resigned as first minister in February 2023.

Model  Cristiano Ronaldo played for Real Madrid in 2019.
Truth Cristiano Ronaldo played for Juventus FC in 2019.

Model  Barack Obama was born in Kenya.

Truth Barack Obama was born in Hawaii.

Be
- a
Eﬂgi Model  Alice lives in the United Kingdom.
Truth  Alice lives in Cambridge, Massachusetts (USA), not in Cambridge (UK).

Model  Alice is gay.

Truth Alice lived in the early twentieth century, when “gay” commonly meant cheerful.

Be
-a
2% Model In an interview, Bob Marley said that he shot a sheriff.
Truth The line “I shot the sheriff” is taken from Bob Marley’s song “I Shot the Sheriff”.

Model  Alice is a woman and a mother.

Truth Alice is a woman, but not a mother.

Be
-a
OO pModel Bob is a cruel person.
i Q

Truth There is no information about Bob’s character.

Legend: B Fact, & Role, «* Relation, & Identity, ® Time, 0 Location, f§ Context, Q Inference
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Table 2. Examples for PD-accuracy failures where the failure occurs in several different
dimensions. The dimensions where the failure occurs are highlighted in red. If a failure
occurs because of incomplete or missing information in a dimension, the dimension is
marked in light gray, as can be seen in the last row for the context dimension.

Dims. Example
Model  Clyde Vanel, a member of the New York State Assembly, was accused of sexual

[ERCY harassment and has been stripped of his committee assignments
& Truth Clyde Vanel called for the resignation of another politician in a sexual
om harassment case. The information about the committee assignment is
i Q fabricated.
[ & Model Barack Obama became president of the United States in 2010 and was the first
-8 Muslim president.
O Truth Barack Obama became president of the United States in 2009. He is not
mQ Muslim.

o, Model Robby Starbuck participated in the Capitol riot on January 6th, denied

A4
-8 the Holocaust, and is unfit to parent his children.
S’D_g Truth Robby Starbuck did not participate in the Capitol riot on January 6th or denied

the Holocaust. The statement that he is is unfit to parent is an inference.

L} ode ve kille: ice. Eve is a ruthless person.
£ & Model Eve killed Ali Eve i hl P
- ®

rut ve kille ice in a video game. e statement that she is ruthless is an

@Ej Truth Eve killed Alice i ideo g Th h he i hl i

Q inference.

Legend: @ Fact, & Role, +* Relation, & Identity, ® Time, @ Location, fg Context, Q Inference

Table 3. Generation errors that count as hallucination according to the hallucination
papers from Section fully counts as hallucination @, counts as hallucination if not
consistent with context or training data @, does not count as hallucination O, = not
mentioned in paper

Zhang et al. [54] Huang et al. [16] Bang et al. [4]

inconsistent with training data
inconsistent with input context
factually incorrect

outdated information
temporal misunderstanding
incorrect entity relations
incorrect entity role

missing situational context
misinformation

incomplete output

ambiguous entities

1010010000

1000001 0000
1060008680000

PD-accuracy failures can be considered hallucinations, this is not true for all.
Therefore, they cannot be simply treated as a subcategory of hallucinations.
In Table [3] we show which generation errors count as hallucinations according
to some influential hallucination papers (also see Section . It can be seen
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that there is no clear consensus as to what counts as hallucination and that the
term hallucination is often used for a broad range of errors. Some PD-accuracy
failures, such as errors caused by temporal misunderstanding, ambiguous entities,
or incomplete outputs, fall outside the scope of hallucination. In Figure [I} we
show where PD-accuracy failures and hallucinations overlap and where they
differ. While hallucinations are an important subset of PD-accuracy failures,
not all PD-accuracy failures can be defined as hallucinations.

To study and mitigate PD-accuracy failures, it is useful to clearly distin-
guish them from hallucinations. It is unclear if the problem of hallucinations
in LLMs can be solved entirely. Even with better models, not all LLM outputs
will be perfectly accurate. Therefore, it makes sense to prioritize certain areas
of hallucination that are especially problematic, such as PD-accuracy failures.
For effective mitigation, we want to differentiate between personal and non-
personal data. For personal data, the model should place a higher priority on
accuracy than for other kinds of data and refuse to answer if it is uncertain.
This could e.g. be achieved by penalising wrong answers about a person more
heavily during reinforcement learning from human feedback (RLHF) [35], or by
finetuning a model to refuse to answer queries about non-famous persons. In
order to develop targeted mitigation methods for PD-accuracy failures, we need
to distinguish between them and hallucinations.

outdated information
(no personal data)

inconsistent
with training data
(no personal data)

/ temporal misunderstanding

\ ambiguous entities

incomplete outputs

Fig. 1. Venn diagram showing how PD-accuracy failures overlap with and differ from
hallucinations.
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5 Machine Unlearning As Potential Mitigation

As a response to the privacy risks of LLMs, research has been focused on miti-
gation. Different methods have been proposed to remove data from LLMs, most
of them in the field of machine unlearning. As the term already suggests, the
focus is on mitigating data leakage and suppressing information.

The term machine unlearning encompasses many different approaches. Liu
et al. [23] give an overview of different machine unlearning techniques. These
can be used in different phases of the model pipeline, e.g. during pretraining,
finetuning, alignment or in-context learning. However, the authors also state
that it can be difficult to identify all the data that needs to be unlearned. While
not as costly as a full retraining, machine unlearning methods still have sig-
nificant computational costs. Blanco-Justicia et al. [5] survey digital forgetting
and machine unlearning and propose a taxonomy of different methods. Machine
unlearning is often presented as a method to comply with data protection laws,
often in connection with the right to erasure. However, machine unlearning is
not necessarily suitable to ensure PD-accuracy. Cooper et al. [I2] state that the
main goal of machine unlearning for LLMs is “(1) the targeted remowval of the
effect of training data from the trained model and (2) the targeted suppression of
content in a generative-Al model’s outputs.” The focus is on hiding data. Thaker
et al. [43] propose LLM guardrail approaches such as prompting or filtering as
less computationally expensive alternatives to traditional unlearning methods.

Machine unlearning is an umbrella term for a wide group of different tech-
nologies. Outlining and explaining these technologies in detail would go beyond
the scope of this paper. For this, we refer to Figure 2| where we distilled rele-
vant unlearning techniques from the literature with a focus on aspects which we
consider to be important. Machine unlearning alone cannot solve the problem of
PD-accuracy failures, but we want to highlight two specific cases where existing
unlearning methods can be leveraged for mitigation.

The PD-Accuracy Failure Is Caused by Outdated, Biased or Incorrect Training
Data. Here, unlearning techniques could be used at different stages of the model
pipeline. A careful data selection during the data preprocessing phase could
mitigate the inclusion of outdated, biased or incorrect personal information.
Additionally, unlearning methods could be applied during finetuning, alignment
and operation to remove or suppress inaccurate or outdated information about
natural persons. Prompting could be used to check for personal data and to cue
the model to refuse to answer if it is uncertain. By itself, this would not ensure
PD-accuracy. However, risk-averse operators might prefer to give no information
about a person over faulty information.

The PD-Accuracy Failure Has Already Occurred and Can Be Detected. Unlearn-
ing techniques could be used for the suppression of outputs when PD-accuracy
failures occur, to prevent the further reproduction and spreading of the inac-
curate information. Here, filters could be used. However, this requires that the
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PD-accuracy failure is detected and reported. As outlined in Section 2] detection
of inaccurate personal data can be difficult.

We can see that machine unlearning techniques can only mitigate some as-
pects of PD-accuracy failures. Not all of the dimensions of our taxonomy can be
addressed equally well. Fact, location and part of the time dimension (specifically,
outdated information) are relatively straightforward to handle, as they mainly
require removing outdated or inaccurate information. However, addressing other
aspects of time, such as temporal understanding, as well as role, relation, context,
identity, and inference is more involved.

Data pre- Pretraining Finetuning Alignment Operation
processing
Data Privacy- Gradient- RLHF Input
selection preserving ascent filtering
pretraining
> > > >
Text Local weight In-context Output
anonymi- modification unlearning filtering
sation
Deduplication Prompting
\C = L /L /L /& ~/

Fig. 2. Suitability of selected machine unlearning methods at different stages of the
model pipeline for mitigating PD-accuracy failures. Methods which could be used or
adapted to prevent PD-accuracy failures caused by outdated, biased or incorrect train-
ing data are highlighted in grey. Techniques that could be used or adapted for output
suppression after a PD-accuracy failure was detected are highlighted in black.

6 Discussion
Now we synthesise our observations into five theses.

The Current Focus of Privacy Research for LLMs Should Be Broadened. Current
privacy research mainly focuses on privacy leakage and privacy attacks. While
these are important topics, we need to examine a broader range of privacy issues,
like PD-accuracy failures, in order to responsibly and ethically utilize LLMs. At
the moment, it is often unclear how compliance with data protection laws can be
ensured when using LLMs. This might hinder their adoption in many areas where
personal data is processed, foregoing the potential benefits of this technology.
Additionally, as LLMs are about to replace search engines and personal home-
pages as a primary source of information for many people, it is of utmost impor-
tance that individuals have the power to ensure that information about them-
selves is represented accurately. Yet, improving the accuracy of LLM outputs
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containing personal data is not without risk. If a user wants to hide personal in-
formation, improved accuracy might not be desirable in all situations. However,
we think that most users do not want an LLM to spread misinformation about
them. In a system where a user can determine which data should be processed
and used by the LLM, they would also be more interested in their data being
correct. Here, the goal would be autonomy instead of obfuscation. Yet, prior
work indicates a gap between this ideal of informed autonomy and current user
understanding. A user study by Malki et al. [25] showed that while users were
concerned about privacy risks of LLMs, they lacked awareness of many poten-
tial risk scenarios and held misconceptions about how easily their data could be
removed from an LLM. This suggests that a shift toward increased autonomy
is not only beneficial in terms of PD-accuracy, but may also strengthen user
privacy in general.

Inaccurate personal data can also be spread by other persons or organisa-
tions. However, we think that there are unique problems associated with LLMs
generating inaccurate data. It has been shown that people tend to place consider-
able trust in Al Klingbeil et al. [I7] showed in their user study that participants
tended to trust Al advice more than they trusted expert advice. Additionally,
AT generated misinformation can spread widely and can be taken up by other Al
systems, which again spread it. This can also negatively impact their utility [40].

More Data Concerning PD-Accuracy Failures Is Needed. In our review, we have
observed that there were only very few documented cases of PD-accuracy fail-
ures. In many of the cases we found, either a legal complaint or a complaint
to LLM providers had been made. We believe that there are many more inci-
dents which are not reported to the public. More data and more systematic data
is needed here. One possible way to achieve this could be to create a database
where users can submit PD-accuracy failures they have observed. Our taxonomy
could help to organise these failures.

Dedicated Benchmarks for Measuring PD-Accuracy Failures Are Needed. Our
taxonomy for PD-accuracy failures can be used as a starting point to explore
them in more detail. One way to do this would be to create specialised bench-
marks and studies. Our taxonomy has emerged as stable from group discussions.
However, it is not set in stone and shall be refined to include new or more
detailed dimensions of PD-accuracy failures in the future. Future work could
examine how prevalent PD-accuracy failures are, what causes them, and how
they can be mitigated.

Be Clear About Where the Failure Occurs: The LLM or the System as a Whole.
When studying PD-accuracy failures, e.g. in the form of a benchmark, a dis-
tinction should be made on whether the LLM is used to retrieve or to process
data. LLMs are often used as retrieval tools or in connection with retrieval sys-
tems (e.g. web search). Even if the LLM retrieves data correctly, this data can
be inaccurate or out of date. A high quality LLM preserves information it has
seen. Having this is necessary for PD-accuracy, but not sufficient. Inadequate
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use, such as feeding the LLM with wrong facts, can still lead to inaccurate out-
puts. Similarly, if the LLM training data is incorrect, it cannot be expected that
this is recognized by the data processing system (LLM) itself. While inaccurate
training data can cause PD-accuracy failures, the inaccuracy is not introduced
by the LLM itself.

PD-accuracy failures can also be introduced through model-postprocessing.
Here, the retrieved data or the training data is correct, but the LLM introduces
inaccuracies in the processing step. Since most LLM applications involve some
form of data processing, we consider this to be the more relevant scenario. We
think that a PD-accuracy benchmark should focus on these kinds of failures, since
in this case, the inaccuracy is introduced by the LLM. A benchmark for PD-
accuracy should measure whether the LLM modifies personal data, independent
of whether this data is training data, retrieved data or context data. The focus
should be on how many inaccuracies are introduced by the LLM itself and what
they look like.

Ezisting Machine Unlearning Techniques Can Serve As Starting Points for Mit-
igations. While current machine unlearning methods are a first step towards
mitigation, they alone cannot remedy the problem of PD-accuracy failures. For
once, they do not solve aspects like the modification of personal data or how
new data could be added to the model. This often implies a loss of utility, since
personal data is only deleted or suppressed, but not replaced with correct data.
They might also be overly broad and prohibitive. For instance, a filter solution
might not be limited to just filtering out inaccurate information about a person,
but could prevent the LLM from generating any information about this person
at all. In some of the documented examples of PD-accuracy failures we have
found, filters have been used in this way. As can be seen from the example of
Martin Bernklau, this restrictive approach can also negatively impact the af-
fected individual. To mitigate PD-accuracy failures in LLMs, we need to explore
different kinds of machine unlearning techniques. Only employing output filters
is just a temporary patch and does not solve the underlying problem. Giving no
information about a person deprives individuals of their right to informational
self-determination.

7 Conclusion

We conclude that PD-accuracy is an important privacy issue that is underex-
plored in current LLM research. In this paper, we recall interpretations of it in
research and in law. We propose a taxonomy with eight different dimensions of
PD-accuracy failures: fact, role, relation, identity, time, location, context and in-
ference. Then we turn towards mitigations. We discuss whether machine unlearn-
ing methods are a suitable solution to remediate PD-accuracy failures and iden-
tify gaps. Additional technical solutions in different development phases of the
LLM are needed, e.g. in architecture design, pre-training, fine-tuning, prompt-
ing or through filter solutions. This requires experimental research which would
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go beyond the scope of this paper. The work on this problem starts when the
importance of this issue resonates.

PD-accuracy failures can have serious consequences for the people involved.
If data is processed by a third party, they might even occur without the knowl-
edge of the affected person. PD-accuracy is also important in order to comply
with existing data protection laws. We therefore think it is time to address this
blind spot in LLM research. Shifting the focus to PD-accuracy should go be-
yond counting another type of failure and move the focus towards individual’s
autonomy over their data [I5]. In the long run, it will empower people to better
control what LLMs say about them.
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