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ABSTRACT A particular threat related to sensor data is the unauthorized

Most of today’s laptops come with an integrated webcam
placed beside the screen to enable video conferencing. Due to
the risk of webcam spying attacks, some laptop users seem to
be concerned about their privacy and seek protection by cover-
ing the webcam. This paper is the first to investigate personal
characteristics and beliefs of users with and without webcam
covers by applying the Theory of Planned Behavior. We record
the privacy behavior of 180 users, develop a path model, and
analyze it by applying Partial Least Squares. The analysis
indicates that privacy concerns do not significantly influence
users’ decision to use a webcam cover. Rather, this behav-
ior is influenced by users’ attitudes, social environment, and
perceived control over protecting privacy. Developers should
take this as a lesson to design privacy enhancing technologies
which are intuitive, usable and easy to understand.
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INTRODUCTION

The use of modern information technology (IT) comes with
diverse privacy implications. Today’s mobile devices are
equipped with various powerful sensors and can store and
forward large amounts of data at low cost. Several studies
investigate data privacy risks regarding sensors, such as ac-
celerometers [44], or biometric sensors [16]. Data privacy
is defined as an individual’s ability to decide which personal
data is accessible to third parties [50]. If computing devices
collect personal data and forward it without explicit consent,
users’ data privacy is violated. Sensor data is especially sensi-
tive to privacy violations, as they may reveal highly intimate
information about users’ personal lives.
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video capture through webcams. If attackers can control
webcams remotely, they may exploit highly sensitive video
footage, which can cause serious harm to users. Some reported
attacks on webcams were performed by private attackers, who
threatened users to publish footage unless they pay a ransom
(e. g., [18]). Beyond private attackers, firms might be interested
in spying on their own employees through webcams [17]. Also,
it is conceivable that governments spy on their citizens [47].
All such attacks are usually performed through Remote Admin-
istration Tools (RAT's) that provide unobtrusive access to com-
puting devices largely for malicious purposes [11]. Famous
examples for RATs are Blackshades [20] and Dark-Comet [19].
For instance, such software was used by an attacker who spied
on the Miss Teen of the USA and other women, threatening
them to publish the footage [18]. Although the overall risk of
spying attacks is deemed relatively small, many users seem to
be concerned about being victims of such attacks [45, 42].

There are several ways to protect from webcam spying. On
the software level, users can download tools that regularly
check for spyware. On the Operating System (OS) level, they
may uninstall drivers for the built-in webcam. On the Basic
Input Output System (BIOS) level, it is in some cases possible
to deactivate the functionality of the webcam altogether [22].
Yet, all of these measures require at least some computer
literacy and thus cannot be adopted by inexperienced users.
Besides, such measures are fairly inconvenient for users who,
e. g., regularly participate in video conferences. To circumvent
these issues, users may adjust the hardware of the computing
device by sticking a piece of tape on the webcam lens, or
by attaching a commercial webcam cover!. While certainly
a pretty basic form of human-machine interaction, the use
of webcam covers is intuitive to users, as its effectiveness
is verifiable without requiring special skills or knowledge.
Moreover, the use of webcam covers is observable, which
enables us to study actual privacy behavior instead of relying
on noisy measurements of self-reported behavior or behavioral
intentions. The findings of our subsequent study may inform
future research on privacy behavior as well as the design of
usable privacy protection mechanisms.

Following up on the work by [37], our study systematically
analyzes factors that lead laptop users to cover their web-
cam. We intend to overcome the two major deficiencies of
the prior work, namely: (1) poor framing of questions, which

IThere are several patents for commercial webcam covers, e. g.,
[23], [15], [27], [31], [8].
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resulted in weak reliability scores and model fits, and (2) the
missing evaluation of users’ concern and perception regarding
spying attacks on webcams, which lead to incomplete results
regarding users’ incentives for adopting webcam covering
behavior. By overcoming these shortcomings, we intend to
examine the reasons for users’ decisions to cover their webcam
or not. Our specific research question is:

Which factors influence users to protect their privacy by
covering their laptop webcam?

In order to answer this question, it is suggestive to build on
established theory which is proven to explain similar types of
behaviors. We chose to apply the Theory of Planned Behavior
(TPB). Developed by Fishbein and Ajzen [21, 3], TPB has be-
come a cornerstone of many works in the behavioral sciences.
The theory postulates that individuals’ behavior is mainly influ-
enced by their attitudes towards it, as well as their subjective
norms and perceived behavioral control of performing this
behavior. In the domain of data privacy, there exist studies
that investigate these factors in isolation (e. g., [48],[6],[12]),
while others specifically demonstrate that TPB can explain
users’ privacy protection behavior (e. g., [36], [32]). Thus, we
suggest that this theory is also suitable for analyzing users’
decision to cover their webcam. The TPB’s constructs allow
us to develop a latent factor path model which we can statis-
tically verify. Required data was collected in the course of
a field study, where we recorded laptop users’ attitudes by
standardized questionnaires while checking their laptops for a
webcam cover. To the best of our knowledge, our study is the
first to present robust results about the relationship between
users’ personal characteristics and their privacy behavior.

LITERATURE REVIEW

We summarize the existing research on users’ perceptions
regarding webcam spying attacks before we review studies on
factors influencing users’ general online privacy behaviors to
motivate our theoretical and measurement approach.

Awareness and Concerns of Webcam Privacy Risks
Rouse [45] investigates how awareness and concerns regarding
webcam spying attacks vary among different types of laptop
users. Of 250 interviewed users, some are unaware (49%)
that unauthorized parties may be able to access their webcams,
while others (51%) express awareness when explicitly asked.
Most of the aware users express concern over the possibility
that their webcam may be hacked (79%). The author tests
whether unaware users would get concerned if they become
aware of possible attacks on webcams. Indeed, the briefing
of formally unaware users lead most of them to become con-
cerned (84%). The author concludes that, based on the high
proportion of initially unaware participants, many users do not
properly protect themselves against possible attacks on their
webcam. He provides clear recommendations: users should
stay informed about the risk, use antivirus software, close the
laptop when it is not used, stick a cover on their webcam, and
keep an eye on the laptop’s activity indicator light.

A study by Portnoff et al. [42] specifically examines the effec-
tiveness of webcam indicator lights in informing users about
activities of their webcam. Based in a laboratory experiment,

they find that less than half of their sample notices when the
indicator is activated while sitting in front of a computing de-
vice. Additional interviews reveal that 13% of the participants
are unaware of the fact that their webcam can be remotely con-
trolled. When participants are asked to express their concerns
about possible spying attacks, many state that they would be
afraid of intimate details being exposed to the public. Also,
many participants claim that they would immediately cover
their webcam if the indicator light turns on unexpectedly. The
authors conclude that webcam indicator lights have limited
effectiveness, highlighting the need for better designed privacy
indicators which can enable users to self-protect when notic-
ing a potential attack. The work by Mirzamohammadi and
Sani [38] presents a solution for trustworthy sensor notifica-
tions. These authors address concerns about attacks on various
sensors of mobile devices by implementing a system which
provides users with immediate feedback when sensors, such
as the microphone or camera, are being used by applications.
To ensure that users actually notice the indicator, they not only
use the devices’ LED, but also the vibrating motor and display
as warnings of potential attacks.

We are only aware of one paper [37] which specifically ad-
dresses webcam covering as a means to self-protect against
webcam spying attacks. Using bivariate statistical methods,
the authors find that laptop users who state that webcam covers
are a useful and practical protective measure are significantly
more likely to actually cover their webcam. This suggests that
users’ attitudes towards webcam covering has some impact,
but the interaction with other factors remains elusive.

Overall, the reviewed studies conclude that users need better
education about the potential risk of webcam spying. Yet, the
studies do not precisely investigate if concerns about this risk
cause users to actually adopt self-protection, or if other factors,
such as those suggested by the TPB, explain protection behav-
ior. Our study closes this gap by systematically investigating
the relationship between users’ webcam covering behavior and
attitudes, subjective norms, and perceived behavioral control.

Factors Influencing Users’ Privacy Behavior

The adoption of various privacy behaviors is often analyzed
by using factors which are comprised in the TPB, but without
explicit reference nor complete application of the theory. For
instance, researchers examine the impact of users’ attitudes.
Several studies report a discrepancy between users’ privacy
attitudes and their corresponding online privacy behaviors. In
the privacy literature, this discrepancy is often framed as a
“privacy paradox” [39]. Spiekermann et al. [48] were among
the first to point out this discrepancy. They compare Internet
users’ privacy attitudes and their privacy behavior when shop-
ping online by assessing self-reported privacy preferences of
206 participants, while observing their disclosure behavior at
a simulated online shop during a laboratory experiment. They
find that most participants highly value their privacy, but do
not behave accordingly, as many of them reveal personal data
to the shop. Several other studies concur (e. g., [6], [39], [1]).
The paradox may be explained by users’ lack of awareness
of potential risks [2], or by arguing that users do not adopt
privacy measures because of poor usability [35].
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Figure 1. Research model

Besides attitudes, researchers investigate the effect of users’
social environment on privacy behavior. For example, Lee
and Kozar [34] examine factors influencing users’ intentions
to adopt anti-spyware systems by handing out questionnaires
to 292 Internet users. They find that female users’ decision
to adopt anti-spyware systems is significantly influenced by
other peoples’ opinions, implicating that women are affected
by pressure from their social environment. Contrarily, there is
no significant effect for male participants in the study. Bohme
and Potzsch [9] study personal data disclosure decisions from
the lens of descriptive, as opposed to injunctive, social norms.
They report evidence for people adjusting their own privacy
behavior to observable disclosures of relevant others by ana-
lyzing data collected from an online social lending platform.
However, their method did not allow for inclusion of self-
reported factors, such as awareness of and attitudes towards
the risk. In contrast, Lwin and Williams [36] do not find that
the social environment has any influence on privacy behavior.
They conduct an online survey with 341 participants to inves-
tigate factors that lead online users to purposefully provide
wrong personal data on websites. Among other aspects, the
authors ask participants to state to which level their family
members’, friends’ and other acquaintances’ opinions are rel-
evant when deciding to fabricate personal data online. The
analysis does not indicate any statistically significant effect of
other people’s opinions on study participants’ decision.

Moreover, researchers analyze how users’ perceived ability
to control their personal data impacts their actual privacy be-
havior. For example, Hughes-Roberts and Kani-Zabihi [32]
test how online social network website interface (UI) designs
influence users’ information disclosure behavior. The authors
do so by testing different Uls on 45 university students, and
analyzing their disclosed data. They find that users who test
Uls that lead them to perceive a high level of control over their
personal data are less likely to disclose. Brandimarte et al. [10]
report different results. They conduct three online experiments
with a total of 398 Internet users. Participants are provided
with varying levels of control over the website’s information
release of their personal data. The results indicate that users
with higher control perception are significantly more likely to
reveal sensitive data about themselves.

As many of the mentioned studies report that users’ privacy
behavior is significantly influenced by their attitudes, social
environment, and control perceptions, we conjecture that web-
cam covering behavior is multi-causal. As all discussed factors
appear as constructs in the TPB, we decided to build our work
on this theory and adopt its rigorous measurement approach.

RESEARCH MODEL AND HYPOTHESES

Our TPB-based research model is depicted in Figure 1. The
TPB posits a relationship between personal beliefs, behavioral
intentions, and behavior. According to the TPB, behavior
needs to be defined as (1) an observable action (2) towards a
specific target (3) at a specified time (4) in a specific context [5,
p. 2]. In our study, this action is the usage of a webcam cover,
the target is the users’ laptop, the point in time is the time
of our research contact, and the context represents the public
places visited during the field study. In the original theory,
behavioral intention is the direct antecedent of behavior. Our
research model skips this mediator, because intentions reflect
behaviors which are performed in the future. As we collect
data on users’ webcam covering behavior and on their personal
beliefs at the same time, measuring the intention of covering
the webcam becomes redundant. Thus, we focus on personal
beliefs, i. e., the predecessors of intention: attitudes, subjective
norms, and perceived behavioral control. We expect a direct
positive relationship between these factors and users’ webcam
covering behavior, and thus can formulate three hypotheses.

Our first hypotheses concerns users’ attitudes towards web-
cam covers. Attitudes reflect the degree to which someone
has a positive or negative evaluation on the behavior and its
envisaged outcomes [4, p. 188]. We assume that users who
mainly hold positive attitudes towards webcam covers, such as
perceived usefulness, are more likely to cover their webcam.
Accordingly, we assume that negative attitudes, such as the
perception that a cover is distracting, cause users to abstain
from webcam covering. Hence, our first hypothesis is:

H1 Users who report to hold positive attitudes towards web-
cam covers are more likely to cover their webcam than
users who report to hold negative or neutral attitudes.

Our second hypothesis addresses the influence of users’ sub-
jective norms on covering behavior. Subjective norms signify
users’ overall perceptions regarding expectations and opinions
of people in their social environment [4, p. 195]. We expect
that such perceptions impact users’ decision to adopt this pri-
vacy measure, since webcam covers on laptops are usually
visible to the surrounding. Thus, our second hypothesis is:

H2 Users who report to perceive positive subjective norms
towards webcam covers are more likely to cover their
webcam than users who report to perceive negative or
neutral subjective norms.

Our third hypothesis focuses on users’ perceived behavioral
control when using a webcam cover. Perceived behavioral
control represents one’s subjectively evaluated capability of
performing a behavior, and thus achieving its envisaged out-
come [4, p. 197]. An underlying premise of this study is that
all users possess the required resources, and are in principle
capable of covering their webcam by sticking a cover on the
webcam lens of their laptop. Yet, we suggest that users who
are of the opinion that covering the webcam leads to more con-
trol over protecting themselves from spying attacks by various
attacker types are more likely to use a cover. Hence, our focus
lies on users’ control perception over the privacy protection
mechanism of a cover. We formulate our third hypothesis as:



H3 Users who report to have a positive perceived behavioral
control in protecting privacy through a webcam cover are
more likely to cover their webcam than users who report
to have a negative or neutral perceived behavioral control.

INSTRUMENT

To test our proposed hypotheses, we created a questionnaire
and conducted a field study. Subsequently, we introduce our
measurement approach for eliciting users’ attitudes, subjective
norms, and perceived behavioral control, as well as their actual
behavior. Then, we present how we assess users’ additional
personal characteristics and describe how we pretested the
questionnaire. Finally, we describe our survey procedure.

Measurement of TPB constructs

Following Ajzen’s guidelines for constructing a TPB question-
naire [5], we conducted a small pre-study. By doing so, we
were able to elicit the target group’s commonly held beliefs
about webcam covering while avoiding that only beliefs held
by the researchers are included in the questionnaire of the
main study. Specifically, we recruited 13 users who regularly
use their laptop at public places, and asked them to fill out
a short questionnaire including 7 open-ended questions re-
garding their opinions about webcam covers. These questions
concern users’ perceived advantages, disadvantages, social
implications, further associations with webcam covering be-
havior, and their beliefs about potential attackers on webcams.

The results of the pre-study allowed us to create several items
for measuring laptop users’ attitudes, subjective norms, and
perceived behavioral control regarding webcam covering, re-
ported in Table 1.2 All items are anchored on a seven-point
rating scale (“Strongly disagree” to “Strongly agree”). While
some items consist of a single survey question, others are
weighed by a further question, assessing the degree to which
a participant evaluates the addressed aspect. We apply these
weightings to aspects which need to be measured by both
expectation and evaluation (e. g., “It distracts me when my
webcam is covered.” is weighted by “It is important for me
to use my laptop without any distractions.”). This method
is recommended by Ajzen [5, p. 9] who claims that it pro-
vides better insights about participants’ considerations when
deciding to perform or to not perform the behavior.

Items on attitudes refer to the overall evaluation of webcam
covering behavior. We include items addressing laptop users’
perceived advantages (ATT1, ATT2) and disadvantages (ATT3,
ATTS) from using webcam covers, as well as their perception
of being observed if their webcam is not covered (ATT4).

Items on subjective norms include social implications of using
webcam covers, and opinions of important people within users’
social environment. We ask to which degree laptop users feel
uncomfortable when their webcam cover is exposed to their
surrounding (SN1, SN2). Furthermore, participants had to rate
their evaluation of other people’s opinions regarding webcam
covers (SN3). This item focuses on people whose opinions on
online privacy are valued by the user.

ZNote that items are translated from the originally German wordings.

Item Item translation

Attitudes
ATTlw Webcam covering is a useful online privacy

protection measure.

ATT2 When I cover my laptop webcam, I feel more

at ease while using my laptop.

ATT3w, <+ It distracts me when my webcam is covered.

ATT4 When my webcam is not covered, I have the

feeling to be observed while using my laptop.

I feel that covering my webcam is an excessive

privacy protection measure.

Subjective norms

ATTS +

SNI1 « Others might think that I am paranoid when my
webcam is covered.

SN2 It embarrasses me if my webcam is covered.

SN3w3 People whose opinions regarding online pri-

vacy protection I value would endorse me to
cover my webcam.
Perceived behavioral control

PBClwa4 I have more control over my online privacy if I
cover my webcam.

PBC2ys Webcam covering protects me against spying
attacks from foreign intelligence agencies.

PBC3w;s Webcam covering protects me against spying
attacks from domestic intelligence agencies.

PBC4w;s Webcam covering protects me against spying
attacks from criminals.

PBC5ws Webcam covering protects me against spying
attacks from Internet firms.

PBC6w;s Webcam covering protects me against spying
attacks from people in my surrounding.

Weighting

Wi It is important for me to protect my privacy
when being online.

w2 It is important for me to use my laptop without
any distractions.

W3 I do what people whose opinions regarding on-
line privacy protection I value argue for.

w4 It is important for me to have control over my
privacy when being online.

W5 I consider it necessary to cover the webcam.

Table 1. Translation of TPB items. Items marked with ‘W’ are weighed
by the corresponding item from the last section of the table. Scales of
items marked with ’<»’ were reversed for the PLS analysis.

Items measuring perceived behavioral control concern lap-
top users’ perceived ability to protect their online privacy by
means of a webcam cover. We ask participants to evaluate
their overall control perception when using a cover (PBC1).
Also, we include specific questions addressing possible at-
tacker types (PBC2-PBC6). By asking laptop users to rate
their ability to protect themselves from different attacks by
using a cover, we are able to investigate beliefs about the type
of potentially occurring attacks on their webcam.

The construct behavior is reflected by a single binary item
indicating whether the subject uses a webcam cover or not. A
single binary item is sufficient as there is little risk of measure-
ment error when we directly observe a user’s laptop.



Measurement of Further Personal Characteristics

In addition to items measuring the TPB constructs, the ques-
tionnaire includes further items that address laptop users’ per-
sonal characteristics. A translation of these items is reported in
Table 2 in the appendix. Specifically, we obtain participants’
demographic information (I1-I8), usage behavior (I19-114),
and potential incentives for and against adopting webcam cov-
ering behavior, such as user concerns (I115-120). This data
enables us to conduct an extended analysis backing up our
results from examining the proposed hypotheses.

Pretests

The resulting questionnaire consisting of the TPB items and
the additional questions was tested and iteratively improved to
minimize possible difficulties of comprehension which may
limit the explanatory power of the obtained data. For this
purpose, we followed Priifer et al. [43] and conducted 11 semi-
structured interviews with potential study participants. During
these interviews, we applied the common pretesting techniques
thinking aloud, probing, confidence rating, and paraphrasing
to determine participants’ understanding of items.

Survey Procedure

Data collection took place in December 2016 at various public
places in and around a college town in the north-western part
of Germany. Specifically, we chose places populated with
people currently using their laptops, e. g., commuter trains and
public libraries. All German-speaking laptop users in these
places were considered as suitable candidates for our research.
We approached these users and asked them to participate in a
study on online privacy protection behavior, and offered them
a chocolate bar as a compensation for their participation. The
briefing mentioned the approximate duration of the procedure
(10 to 15 minutes). After participants’ agreement, we handed
them the questionnaire to be filled out. Meanwhile, we unob-
trusively noted down whether a webcam cover was attached to
the laptop. After completing the questionnaire, we informed
them about the observation. Moreover, we assured that all
responses are held confidential and cannot be linked to their
identity. Our total sample size is 180 laptop users.

In fulfillment of approved ethical standards, we only recorded
observations of users who agreed to participate in our study.
Thus, we are not able to provide exact numbers about the
percentage of (non-)cover users who declined to participate.
The interviewers guess that on average, three out of four ap-
proached laptop users did not agree to take part. It is possible
that users protecting their privacy were more likely to par-
ticipate as they might be more interested in the topic. Thus,
webcam cover users could be overrepresented in our sample.

DATA ANALYSIS

We first discuss personal characteristics that do not directly fit
into the TPB constructs and analyze their relation to webcam
covering behavior. Then, we present the statistical model used
to test our TPB-based research model and hypotheses.

Descriptive Analysis

This initial analysis characterizes our sample and offers a first
idea of factors influencing webcam covering, albeit without
rigorous theory and on the level of bivariate statistics only.

Item Item translation

11 What is your gender?

12 In which age category do you belong?

I3 What is your highest level of education?

14  Which occupation type are you currently in?

I5  If you are a student, what is your course of study?

I6  Have you ever programmed a computer program or a
website?

17  How would you rate your knowledge regarding infor-
mation technology?

I8  How would you rate your knowledge regarding com-
puter security?

I9  How much time per day do you on average use your
laptop?

I10 How often do you use the webcam of your laptop?

I11 Is your laptop password-protected?

112 Is there antivirus software installed on your laptop?

I13  Have you ever deleted the cookies of a browser on
your laptop?

114 Do you use a mobile phone privacy filter on your dis-
play to avoid lateral glances on your mobile phone?

I15 Tam concerned that the webcam on my laptop could
be controlled remotely by an unauthorized party.

16 If the webcam on your laptop is currently covered,
what induced you to do so?

117 If the webcam on your laptop is currently not covered,
had it been covered in the past?

[18 Do you think you would notice if an unauthorized
party remotely controls the webcam on your laptop?

119 Do you believe that an unauthorized party has remotely
controlled the webcam on your laptop in the past?

120 Do you know someone from your social environment
who in the past experienced that an unauthorized party
remotely controlled their laptop webcam?

121 Do you own any other devices (e. g., tablets, smart-
phones or other laptops) with a covered web-
cam/camera?

Table 2. Translation of additional items

Demographics

Table 3 reports the survey demographics. Recall that corre-
sponding item codes (I1-121) are given in Table 2. In total,
36% of all laptop users in our study were observed with a
covered webcam. Somewhat surprisingly, and reassuringly,
this marginal distribution matches the proportion of webcam
cover users observed in prior work [37] whose data collection
took place more than a year earlier (also in Germany).

When analyzing the gender distribution (I1), we find note-
worthy differences between male and female participants. A
larger proportion of female participants uses a webcam cover
(45%) in comparison to male participants (25%). Fisher’s ex-
act test confirms that the difference between those two groups
is statistically significant (p < 0.05).

Regarding the age distribution of our sample (I12), it is notable
that most of our participants (68%) are 25 years or younger.
This can partially be explained by the general age distribution
of laptop users in Germany [30]. When examining the use



of webcam covers by age groups in more detail, we observe
some differences: while more than a third of all participants
between age 21 and 25 use a cover, the ratio is only 20% in
the age bracket from 31 to 40. Yet, we cannot find statistically
significant relations between age and webcam covering.

When examining the participants’ highest completed level of
education (I3), we find that users of almost all educational
backgrounds use webcam covers. Except for the two postdocs
in our sample, at least a quarter of each remaining group uses
this privacy measure. Covers are most prevalent in the group
of participants with a secondary school degree (42%).

More than half of our participants are university students
(57%), of which 38% cover their webcam (I4). It is notable
that a higher proportion of university students who are enrolled
in a non-technical study program (IS) cover their webcam
(43%) in comparison to the group of technical students (28%).
However, it has to be considered that significantly more men
than women are enrolled in technical study programs (Fisher’s
exact test, p < 0.001). To test which of the two variables af-
fects webcam covering behavior, we perform a logistic regres-
sion with the independent binary variables gender and techni-
cal course of study, and the dependent binary variable webcam
covering behavior. The estimated coefficients reveal that only
gender significantly influences webcam covering behavior
(Estimate= 1.07, p < 0.05), while technical course of study
does not have a visible impact (Estimate= —0.20, p = 0.68).
Thus, the observation that more non-technical students cover
their webcam can be explained with the gender distribution.

We also asked the participants to state whether they have
programming experience (I6) and to self-assess their level of
knowledge about IT (I7) and computer security (I8). We find
that participants with and without programming experience
are equally likely to use webcam covers. Furthermore, of
all participants who state to have no knowledge about IT, a
large proportion was observed with a webcam cover (46%).
Only 25% of participants who claim to be experts in computer
security cover their webcam. These findings show that web-
cam covering can be adopted by users who have very little
knowledge about IT and computer security, underlining the
simplicity and intuitive nature of this privacy measure.

Stated Usage Behavior

We asked the participants to answer several questions on their
usage behavior. For example, we asked for the average time
of laptop use per day (19), and how often participants use their
webcam (I10). Surprisingly, no statistically significant relation
between webcam covering and these usage indicators can be
found. In fact, even participants who report to use their web-
cam every day were observed with a cover. It seems to be very
important for these users to protect their privacy by covering
the webcam, as they make the effort of putting the cover off
and on every time they, e. g., join a video conference.

Furthermore, we analyze if laptop users using other secu-
rity/privacy measures are more likely to cover their webcam.
To this end, we asked participants to report whether they pro-
tect their laptops by using passwords (I11), have antivirus soft-
ware installed (I12), delete cookies of their browser (I13), and

Item (Item code) Total With cover
All 180 65 36%
Gender (I1)
Male 79 20 25%
Female 100 44 45%
Age (12)
<18 26 9 35%
18-20 34 14 41%
21-25 62 21 34%
26-30 26 7 27%
31-40 10 2 20%
41-50 9 6 671%
51-60 6 1 17%
>60 2 1 50%
Education (I3)
No school-leaving
qualification 19 5 26%
Secondary school 24 10 42%
High school 78 27 35%
Bachelor 41 15 38%
Master 9 3 33%
PhD 2 0 0%
Occupation type (I14)
High school student 32 11 34%
University student 102 39 38%
Full-time employment 3882 9 29%
Half-time employment 8 4 50%
Retired 2 0 0%
None 2 1 50%

Table 3. Demographics

use a privacy filter on their mobile phone, protecting against
lateral glances (I14). In summary, a higher percentage of par-
ticipants who adopt these measures also use a webcam cover
in comparison to those who do not. It is striking that a large
share of all users making use of privacy filters additionally
cover their webcam (75%). This result shows that users who
employ other privacy protection measures, especially those
which affect the physical appearance of computing devices,
are likely to also use webcam covers.

We also find that 3.8% of all users in our sample report to
cover the camera on their phone, while a total of 4.4% use a
cover on their tablet (I21). One explanation for these rather
small numbers may be that privacy behavior is less driven
by concerns about potential spying attacks, but rather by per-
ceived convenience. For instance, it is more convenient to
remove a webcam cover before a video call than before taking
a photo with one’s phone.

Motivations for Webcam Covering

In order to learn more about laptop users’ motivations to make
use of webcam covers, we asked participants several questions
regarding their concerns, incentives, and past experiences.

For assessing laptop users’ overall fear of webcam spying, we
asked the participants to rate the level of privacy concern on
a 7-point scale (I15). The majority (58%) chose a value of 5
or higher. Of those who are highly concerned (value of 6 or
7), 57% make use of a cover. Of all unconcerned participants



(value of 3 or less), 10% use a cover. Surprisingly, of those
participants stating to be not at all concerned (value of 1), still
16% cover their webcam. Overall, we do not find a significant
correlation between concern and webcam covering. From
these results we conclude that concern does not sufficiently
explain why people make use of webcam covers.

We asked the participants with webcam covers in an open-
ended question to describe why they have decided to use a
cover (I16). Many of them responded briefly that they use a
cover to protect their privacy (15%), or to protect themselves
from spying attacks (17%). Others named specific persons
from their social environment, e. g., family members, friends,
or teachers, who motivated them to cover their webcam (14%).
Some explained that media reports about webcam spying at-
tacks, or about famous people who cover their webcam (e. g.,
Edward Snowden and Mark Zuckerberg), have inspired them
(12%). The most frequently expressed reason was an uncom-
fortable feeling of being watched when being exposed to an
uncovered webcam (29%). Only one participant stated that he
covers his webcam because he believes to have experienced
an actual spying attack in the past.

We also asked users without a webcam cover whether they had
been using one in the past (I17). Of all participants without
cover, 20% reported that they had been covering their web-
cam at an earlier point in time. Of these users, 29% named
inconvenience as a reason for discontinuing to do so, while
12% pointed to the uncomely appearance of a webcam cover.

During our observation procedure, we also noted down the
type and appearance of users’ webcam covers. While the
majority of all covers were stickers or paper and tape, 8% were
commercial webcam covers that can be opened and closed
manually. Moreover, we recorded whether covers are very
obvious to the surrounding, e. g., because of bright colors,
or whether they are rather discreet. We find that 48% of all
webcam cover users made some effort to hide the cover by
choosing stickers in the color of their device. We conjecture
that the outer appearance of laptops is important to webcam
cover users, or that these are to some extent embarrassed to
reveal that they cover their webcam.

Furthermore, we asked participants to state whether they think
that they would notice a webcam spying attack if it happened
to them (I18). The vast majority of all participants claimed
that they would not be able to recognize such a spying attack
(86%). The ratio is even higher (91%) for users of webcam
covers. This result relates to the findings of Portnoff et al. [42],
who point out that the webcam indicator light goes unnoticed
by many laptop users.

When asking about past experience with unauthorized webcam
spying (I19), 11 participants (6%) claimed that they had been
victims of such an attack, of which 7 (64%) use a webcam
cover. Moreover, of all participants, 10 (6%) know a person
in their social environment that claims to have experienced a
webcam spying attack (I20). Of these participants, 6 (60%)
were observed with a cover. From these results we can derive
that the belief of having been victim of a spying attack, or
knowing someone who claims to have experienced an attack,

Construct
Item ATT SN PBC BEHAV

ATT1 084 047 0.74 0.49
ATT2 091 038 0.73 0.52
ATT3 0.65 049 0.44 0.42
ATT4 083 036 0.73 0.52
ATT5 0.83 0.51 0.63 0.51
SNI1 040 0.79 033 0.34
SN2 036 077 0.28 0.31
SN3 043 0.68 045 0.40
PBCI 0.55 026 0.61 0.34
PBC2 0.72 042 093 0.57
PBC3 0.71 039 091 0.54
PBC4 0.80 0.50 0.92 0.57
PBC5 0.76 047 0.92 0.58
PBC6 0.55 039 0.74 0.39
B 0.61 048 0.60 1.00

Table 4. Cross loadings

can explain why users take precautionary measures. However,
even after accounting for possible response biases, the fraction
of users with direct or indirect negative experience appears too
small to fully explain an adoption rate of 36%. This calls for a
multi-causal explanation of webcam covering behavior, which
we do in the following on the basis of the TPB.

Research Model Evaluation

We now proceed with testing the proposed TPB hypotheses.
For our analysis, we employ the PLS method, which is often
used in TPB studies (e. g., [41], [40], [25]). PLS fits path mod-
els that include both multiple regression and factor analyses
while accommodating latent factors, i. e., constructs that are
not directly measurable. Therefore, it is suitable for modeling
the TPB constructs attitudes (ATT), subjective norms (SN) and
perceived behavioral control (PBC), which are not measured
directly, but are reflected by several items each. Also, the
connection between these constructs and behavior (BEHAV)
can be examined. The PLS analysis includes two stages: the
measurement model and the structural model. The former
links observed items to their respective constructs, while the
latter reflects the connection between these constructs [13].

We conduct our analysis by using the R package plspm [46].
Of our initial 180 response records, we discard those with more
than three missing values in the variables relevant for the PLS
analysis. In total, the data set includes 8 records with missing
values of which this rule applies to two. The missing values
of the remaining 6 records are replaced by mean imputations.
Consequently, the following analysis uses 178 cases.

Measurement Model

To assess the reflective measurement model, we test for indi-
cator reliability, construct reliability, convergent validity, and
discriminant reliability, as suggested in the methodological
literature [14, 28, 26]. This is done to provide assurance that
items measure the constructs they are intended to measure.

For establishing indicator reliability, we calculate the factor
loading for each item (bold values in Table 4). Factor loadings



Construct Items CR AVE

ATT 5 091 0.66
SN 3 0.79 0.56
PBC 6 0.94 0.72
BEHAV 1 1.00 1.00

Table 5. Composite reliability and average variance extracted

measure how well an item explains its respective construct.
Hair et al. [28] state that factor loadings should at least be 0.7.
Yet, it is acceptable to have a few items with less loading, since
this is a common phenomenon for newly designed scales [14].
All of our 15 items have a factor loading on their respective
construct higher than 0.61. 12 items exceed the value of 0.74.
We deem this result acceptable as the scales in our study are
newly developed and contain reversed items (without reversed
items, response patterns may inflate the reliability).

Construct reliability indicates a construct’s internal consis-
tency, meaning that items belonging to the same construct
generate similar values. According to Hair et al. [28], a rea-
sonable metric is the composite reliability index (CR) ranging
from O (absolutely unreliable) to 1 (absolutely reliable). Ac-
ceptable thresholds for this index lie above 0.6 for exploratory
research, while values above 0.7 are recommended for more
advanced research stages. Table 5 reports the CR values of
our constructs. They are above 0.79, indicating strong internal
consistency of our constructs despite the use of reversed items.

Convergent validity reflects the degree to which a construct’s
items are related. To assess convergent validity, we have to
assure that the items share more variances with their respective
construct than with the remaining constructs by examining the
average variance extracted (AVE) (Table 5). In detail, the AVE
of each construct should have a value of 0.5 or higher [33].
This indicates that more than 50% of the variances of each
item are explained through its respective construct. All our
constructs’ AVE values are above 0.56, indicating acceptable
convergent validity.

Discriminant validity, which indicates whether the constructs
of the model differ from each other, is usually established
using cross loadings (Table 4) and the Fornell-Larcker crite-
rion (Table 6). Cross loadings reflect how each item loads on
each construct of the model. To establish discriminant validity,
each item must load highest on its respective construct. As ev-
ident from Table 4, all our items satisfy this requirement. The
Fornell-Larcker criterion is met if the square root of the AVE
value of each construct is higher than its highest correlation
with the remaining constructs. Table 6 reports the square roots
of each construct’s AVE value (bold values on the diagonal)
and the correlations between the constructs. As evident, all
constructs fulfill the Fornell-Larcker criterion. Overall, the
analysis of the measurement model suggests that the quality
of the proposed items is acceptable. Therefore, our research
model is suitable to be analyzed and interpreted in more detail.

Structural Model

For the evaluation of the structural model, the three rele-
vant path coefficients between the constructs are determined
through bootstrapping with a sample size of 500 [46] (Fig-
ure 2). Path coefficients reflect the constructs’ relationship

Construct ATT SN PBC BEHAV
ATT 0.812

SN 0.538 0.747

PBC 0.811 0.487 0.846

BEHAV 0.608 0.477 0.602 1.000

Table 6. Fornell-Larcker criterion analysis

by indicating their direction and size [28]. All path coeffi-
cients of our model are positive and statistically significant,
SN and PBC even on the 0.01 level. The overall explanatory
power of the structural model is indicated by the coefficient
of determination (R?) of the endogenous construct behavior.
Our model explains 44% of the variance of webcam covering
behavior. This is substantially more than any of the individual
causes alone. R” values are highly domain-specific and we
are not aware of statistically justifiable thresholds. Chin [13],
in search for a rule of thumb, calls values above 0.333 “mod-
erate” [46]. Overall, we deem the explanatory power of our
model good enough for further interpretation.

For additional verification of the predictive power of our
model, we obtain Stone-Geisser’s Q° [49, 24] by applying
blindfolding procedures and skipping every fifth data point of
the single binary indicator of the endogenous and reflective
construct behavior. Then, the calculated estimates predict the
skipped data points. Since our Q? value for cross-validated
redundancy is 0.44, and thus greater than zero, the proposed
model has non-negligible predictive power [29].

As we observe significant differences between male and fe-
male participants in terms of their propensity to cover the web-
cam, we are as well interested if males’ and females’ webcam
covering behavior is differently influenced by their attitudes,
subjective norms, and perceived behavioral control. To detect
differences, we apply a bootstrap z-test. With this procedure,
the response records are separated into two groups. Then,
bootstrap samples are run for each group to calculate the path
coefficients. The estimated standard errors are used in a para-
metric sense through a 7-test. The results show that there are
no significant differences between the path coefficients of the
two groups (ATT: 1(176) =0.69, p = 0.25; SN: £#(176) = 0.14,
p=0.44; PBC: t(176) = 1.18, p = 0.12). Thus, male and fe-
male users’ determinants for their webcam covering behavior
do not differ significantly.

Moreover, we test if laptop users’ overall level of concern
regarding spying attacks additionally influences their decision
to cover the webcam. We do so by inserting a control variable
into our TPB-based model. This control variable is reflected
by a single item measuring users’ concern on a 7-point rat-
ing scale (I17). The analysis of this model reveals that after
controlling for the TPB factors, there is no significant im-
pact of concern on webcam covering behavior (p = 0.74). In
other words, the TPB items contain all relevant information to
explain the phenomenon (to the extent possible in this study).

DISCUSSION

We are now able to discuss the postulated hypotheses and an-
swer our research question. Thereafter, we propose theoretical
implications for future research, as well as practical implica-
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tions targeted at designers of privacy enhancing technologies.
Finally, we discuss the limitations of this study.

Revisiting the Hypotheses

Supporting H1, we find that attitudes regarding webcam cov-
ers significantly impacts users’ decision to attach a cover on
their webcam. The item loading highest on this construct
measures that participants feel at ease when using a webcam
cover (ATT2). This indicates that a covered webcam promotes
a comfortable feeling for many laptop users. The result also
corresponds to the most frequently given answer when asking
open-ended for the reason to deploy a webcam cover (I116):
most laptop users with a cover stated that they feel uncomfort-
able when exposed to an uncovered webcam. In line with this,
the high loading of item ATT4 underlines that the feeling of
being watched when the webcam is uncovered leads users to
adopt webcam covering behavior. Users who are distracted by
a cover (ATT3) and think of it as an excessive privacy measure
(ATTS) are less likely to use one. Thus, perceived usabil-
ity limitations significantly influence users’ decision to cover
their webcam. This goes in line with our finding that 20%
of all users without cover stated that they had used a cover
in the past, but now abstain from it mainly because they did
not perceive it as usable. Overall, the significant and positive
relationship between attitudes and webcam covering behavior
indicates that many users have solidified opinions on webcam
covers which strongly impact their decision to use them.

We also find evidence that supports H2: the influence of sub-
jective norms on behavior is highly significant in our research
model. In fact, this means that when people in the social
environment argue for a cover, users tend to follow their ad-
vice. This seems plausible as many users with a webcam cover
stated that the reason for their use of the cover was a specific
person’s opinion about this topic (I16). Moreover, the feeling
of embarrassment, which occurs among some users in situa-
tions where other people might spot their cover, impacts their
adoption of webcam covering. Participants who are ashamed
of covers and believe that others might think of themselves as
paranoid are less likely to use one. This highlights that users
with and without cover differ in their normative beliefs. While
one group seems to perceive confirmation by their surrounding
when covering the webcam, the other group thinks that using
a cover is considered as strange behavior.

We find that perceived behavioral control has a highly signifi-
cant impact on behavior, which supports H3. Thus, cover users
are convinced to have more control over their privacy when
deploying a cover. Specifically, they believe that covering
the webcam protects them against spying attacks by foreign
governments (PBC2). This is underlined by our finding that
many users cover their webcam because of certain incidents
they have heard of in the media (I16), such as the Snowden af-
fair. Moreover, cover users intend to protect themselves from
their own government (PB2C), criminals (PBC4), as well as
Internet firms (PBS). In a relative sense, users are less likely to
think that covers serve as a protection against spying attacks
from people within their social environment. Independent of
the attacker type, the vast majority of our participants believes
that they would not be able to notice a webcam spying attack
on their laptop (I18). We assume that this is caused by a lack
of trust in the effectiveness of technologies that are supposed
to inform them about malicious activities, such as the webcam
indicator light or general software-based security measures.

Our analysis indicates that users’ level of privacy concern does
not significantly impact their webcam covering decision. In
fact, more than half of the participants who stated to be highly
concerned about their privacy were observed without a web-
cam cover. Thus, there is a discrepancy between users’ level of
concern and actual protective behavior. The significant impact
of users’ attitudes and subjective norms may explain why
highly concerned users abstain from webcam covering: they
are more likely to perceive a webcam cover as inconvenient,
ugly, and embarrassing when it is visible to others.

To answer our initial research question, we can conclude from
our empirical analysis that users’ webcam covering behavior
is influenced by their personal opinions, perceived opinions of
their social environment, and the perception to have the ability
to protect their privacy with a cover.

Theoretical Implications

Our results provide empirical evidence that the TPB can be
used to explain why laptop users cover their webcams. To
the best of our knowledge, only few previous studies investi-
gate the link between attitude and actual privacy behavior, and
some could not verify this relationship as they focus on user
concerns. The results of our PLS analysis reveal that including



an additional construct for users’ privacy concerns does not
lead to an improvement of the model. Thus, we implicate that
the constructs of the TPB need to be considered when investi-
gating users’ adoption of online privacy measures. Specifically,
the approach to weight expectations with valuations is rarely
used in empirical privacy research, but contributes to the va-
lidity of the findings. We recommend that follow-up studies
take our findings into account when designing measurement
instruments.

Our findings relate to the previously mentioned privacy para-
dox. Our analysis indicates that users’ level of concern does
not significantly impact their decision to cover the webcam.
In fact, more than half of the participants who stated to be
highly concerned did not cover their webcam. Even though,
not using a webcam cover cannot directly be put on a level
with users’ active disclosure of personal data, the behavior
studied when the paradox was established, we indeed find
a discrepancy between users’ level of concern over the risk
of webcam spying and their actual protection behavior. But
unlike in typical privacy paradox studies, we can explain this
behavior with specific items measuring users’ attitudes and
subjective norms towards the protection measure. Users re-
frain from protection in particular if they perceive a webcam
cover as impractical, ugly, and embarrassing when it is visible
to others. Such specific factors were not considered in work
establishing the privacy paradox, hence the TPB, along with
its measurement principles, may resolve the apparent para-
dox. Of course, more studies in other contexts are needed for
confirmation.

Practical Implications

As our results show that many laptop users make efforts to
actively protect themselves from webcam spying attacks by
manually adjusting the hardware of their computing devices,
we suggest that the design of most built-in webcams does not
sufficiently satisfy many users’ privacy expectations. This
leads them to accept the inconvenience caused by webcam
covers. The confirmation of our proposed hypotheses shows
that the perceived level of inconvenience varies among laptop
users, whereas the level of concern over the risk of webcam
spying does not play a decisive role. From these findings, we
implicate that users’ willingness to accept inconvenience as
a trade-off for privacy is mainly influenced by their evalua-
tion of subjectively perceived disadvantages and benefits of
the respective privacy measure, and less by their risk evalu-
ation. This highlights the importance of designing privacy
enhancing technologies which are usable and less distracting
for most users, since users’ perceived level of inconvenience
may substantially influence their decision to adopt.

It is certainly possible that the high proportion of users cover-
ing their webcams is because this privacy measure is intuitive,
verifiably effective, and easy to copy from others. In fact, web-
cam covering is adopted by laptop users of most age groups,
levels of education, and occupation types. This suggest that
privacy measures which are socially accepted, and can be
deployed effortlessly, are widely adopted, although the risk
of losing privacy without these measures is deemed rather
low. Designers of privacy enhancing technologies should keep

these aspects in mind. Clearly, most software-based privacy
measures are not as simple to deploy as webcam covering —
but designers should develop strategies to enable users of all
backgrounds to protect their privacy. Such efforts are barely
wasted as our results show that users are willing to self-protect
if they understand how to do it.

Our study indicates that if we want to incentivize users to
cover their webcams, promoting social awareness and social
desirability of the privacy protective measures may be the way
to go. This suggestion can be derived from our result that
perceived social norms significantly influence users’ decision
to protect their privacy. However, we cannot tell whether
webcam covering is socially desirable: users have diverse
utility functions comprising their individual perceived costs
and benefits from adopting covering behavior, which add up to
what economists call social welfare. Whether social welfare
increases or decreases in case that the protective behavior gets
promoted certainly is a topic for future research.

Limitations

It is important to point out that this study has some limitations.
First, our sample is small and biased towards students (57%).
This has two main reasons: first, the data was collected in
a college town with a student share of around 20% of the
population. Second, younger people are more likely to use a
laptop [30]. Moreover, we are not able to draw conclusions
about possible cultural differences regarding webcam covering
behavior. Studies show that privacy concerns differ between
cultures and may correlate with the privacy norms and laws
in the respective countries [7, 51]. It is possible that cultural
specificities and privacy regulations have an impact on the
proportion of users with webcam covers, which should be
taken into account for future research. Anecdotal evidence
from discussing this research with international colleagues
indicates that webcam covers are less prevalent in the USA
than in Germany. The fact that our implications have a broader
scope than the specific measure studied here as an example for
observable privacy protection behavior puts these limitations
into perspective.

CONCLUSION

This study is the first to investigate laptop users’ webcam
covering behavior by applying the Theory of Planned Behav-
ior. Our field data collection at public places enabled us to
unobtrusively observe this privacy protection behavior as a
special kind of human-machine interaction. About a third of
the study participants used a webcam cover on their laptop.
A questionnaire was administered to collect additional data
about personal characteristics of users with and without web-
cam cover. We use Partial Least Squares analysis to fit a latent
factor path model to understand the drivers that lead users to
adopt or abstain from covering their webcam. They perform
this behavior largely independent of their stated level of pri-
vacy concerns, but rather because of specific beliefs regarding
webcam covers. We find that users are heterogeneous in these
beliefs. As a consequence, developers should take our results
as a lesson on the importance of designing privacy enhancing
technologies which are perceived as highly usable, intuitive,
and easy to understand for most users.
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