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e Offentliche Transaktionshistorie ermdglicht Analysen

o  Bitcoin: iber 200 Gigabyte
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— Search in 10 blockchains (BTC/ETH/XRP/BCH/LTC/BSV/XLM/DASH/
Mined on Miner Tx# Output (BTC) Output
2019-11-06 16:47 SlushPool 2,896 30,134.597 280,535,C
2019-11-06 16:32 Unknown 2891 30,654.772748 285,375,C
2019-11-06 16:13 AntPool 2,577 20,943 7 194,971,C
2019-11-06 15:58 Poolin 3,161 14,963 139,301,C
2019-11-06 15:55 BTC.com 2,199 16,726.07 155,708,C
2019-11-06 15:25 Unknown 2,007 1,638 15,2544
2019-11-06 15:23 Poolin 2728 5,959.74 554811
2019-11-06 15:12 Poolin 2815 8,956, 83,3767
2019-11-06 15:05 BTC.com 2,503 8,775.12625884 81,6904
2019-11-06 14:49 BTCTOP 2464 7.946.05 739722

Load more (602,596 results left)...



Was ist BlockSci?

e Sehr performantes Blockchain Analysewerkzeug (Open-Source)
o  Geringe Systemvoraussetzungen: 64GB RAM, 500GB SSD
e Erlaubt Zugriff auf Blocke, Transaktionen, Inputs, Outputs, Adressen etc.
e Unterstitzt Bitcoin-Datenstruktur
o  daher auch Bitcoin Cash, Dash, ZCash u.a.
e Abfragen und Analysen tGber Python-Interface

o  Programmierkenntnisse notwendig
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& TrainingDemo -Jupyter X [od

Training Demo - Jupyter Notebook - Mozilla Firefox

<« c & © | ® localhost B 5% |- @7 vsmoe o PBsze o 280 » =
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File Edit View Insert Cell Kernel Widgets
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In [1]:

In: [2]:

Int 13]:

In [4]:
Out[4]:

import blocksci

P Logout

Help Trusted ¢* |Python3 O

1

btc = blocksci.Blockchain("/mnt/data/blocksci/bitcoin/595303-root-v0.6-0:

address = btc.address from string("1BvBMSEYstWetqTFn5Au4m4GFg7xJaNVN2")

address.balance() / 1000000000
0.060332617
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: Jupyter Python Crashcourse Last Checkpoint Yesterday at 4:45 PM  (unsaved changes)

File Edit View Insert Cell Kernel Widgets Help
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Trusted
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Logout

| Python 3 O

In [1]:

In [2]:

In [6]:

In [7]:
out[7]:

In [8]:
out([8]:

In [9]:
Out[9]:

In [16]):

In [11]:

Python Crashkurs

print(“Hallo!")
Hallo!

Variablen

name = "Hubert"
print(name)

Hubert
a=5
b=10

a+b

15

Listen
fruits = ["Orange", "Banane", "Kiwi", "Ananas"]

fruits[o]

‘Orange’

fruits[e:2]
['Orange', 'Banane']
fruits[-1]

'Ananas’

blocks = ["blockl", "block2", "block3", "..."]

Schleifen

for fruit in fruits[-3:]:
print(fruit)

Banane
Kiwi
Ananas
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Fazit

e BlockSci erlaubt hoch-performante Analysen

o Insbesondere Uber die gesamte Blockchain, aber auch Einzelfall-Analysen

e Programmierkenntnisse sind notwendig

o  Dafir sehr hohe Flexibilitdt bei den Analysen

e Ausblick: Erweiterung von BlockSci um Cross-Chain Address Clustering
o  siehe VIRTCRIME Deliverable D.3.2



A VIRTCRIME
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