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[Source: EUROPOL Internet Organized Threat Assessment Report 2018]

Information stealing malware

Service hacks

Phishing for account details

Ransom payments

Cryptocurrency 

Attack Vectors

Cryptominers



The participants will learn the concepts of the GraphSense 

cryptocurrency analytics platform and how to use its 

dashboard to perform basic analytical tasks.

INSTRUCTIONAL GOAL



After this block of instructions, the participants will be able to

• Apply the basic cryptocurrency forensic method

• Inspect cryptocurrency addresses and trace monetary flows

• Distinguish between two types of representations: addresses and 

clusters

• Conduct basic cross-ledger analytics tasks

• Assess the opportunities of data-driven analytics tasks 

LEARNING OBJECTIVES



FORENSIC METHODS | OVERVIEW
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My focus today

Cryptoasset

Analytics / Forensics

P2P Network 

Analytics
Blockchain Analytics

Network Abstractions Clustering Heuristics
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Follow the digital trace of payments

up to a known exit point (typically exchange).

FORENSIC METHODS | BASIC APPROACH

Ecosystem Exit Point

(e.g., Exchange)
Suspect Address

Bank



Nodes: Real-world actors like Exchanges, (Darknet) Marketplaces, Payment Providers, etc.

Edges: Financial transactions between those actors

FORENSIC METHODS | NETWORK ABSTRACTION



• Open the GraphSense Dashboard: https://beta.graphsense.info

• Please…no Internet Explorer!

• Username: graphsense_demo

• Password: preview

• Search for the BTC address starting with 1BettingE: 

• How much has this addresses received in BTC and EUR? 

• In how many transactions has this address been involved?

EXERCISE 1 | INSPECTING ADDRESSES
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https://beta.graphsense.info/


FORENSIC METHODS | CLUSTERING HEURISTICS
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FORENSIC METHODS | CLUSTERING HEURISTICS
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• Make sure 1BettingEynX2Lg24jnmCGDHL3vC6r9yX1 is still your focus node

• How many other addresses are in the same cluster?

• How much has this cluster received in BTC and EUR? 

• In how many transactions has this cluster been involved?

EXERCISE 2 | INSPECTING CLUSTERS
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• Attribution tag = any form of context information that can be 

attributed to an address (e.g., name of an exchange)

• Challenges

• Collection, curation and sharing of attribution tags

• Data protection and privacy laws (e.g., GDPR)

• Court-proof evidence
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ATTRIBUTION TAGS

1Archive1n2C579dMs

Au3iC6tWzuQJz8dN

Internet Archive



• A collection of attribution tags with

associated provenance metadata

• Follow a certain TagPack structure

• Header (provenance metadata)

• Body (collection of tags)

• Allows categorization of tags using a 

configurable taxonomy

• Can be tailored to specific needs
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ATTRIBUTION TAGS | TAGPACKS

Title: Demo TagPack

Creator: Bernhard Haslhofer
Description: For demo purposes
Lastmod: 2019-03-15

Source: https://archive.org/donate/cryptocurrency
Category: Organization

address: 1Archive1n2C579dMsAu3iC6tWzuQJz8dN

currency: BTC

address: t1ZmpK4QFcvyQZ3ghTgSboBW8b4HgiZHQF9

currency: LTC

https://github.com/graphsense/graphsense-tagpacks/blob/master/packs/demo.yaml

. . .

https://archive.org/donate/cryptocurrency


• TagPacks should remain simple

• minimal number of fields

• avoid semantic ambiguities

• However, full data provenance requires 

more, e.g., who added/modified/deleted 

what and why?

• Idea: use Git

• Standard tool in SW development

• Provides most of the features we need

ATTRIBUTION TAGS | COLLABORATIVE SHARING
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• Must have a legal basis and comply with 

data protection principles

• Verifiability: procedures must be repeatable 

and reproducible; tags must remain available

• Chain of evidence: exact information on 

forensic investigations and traces must be 

provided

• ….

ATTRIBUTION TAGS | LEGAL REQUIREMENTS
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https://arxiv.org/abs/1906.12221

https://arxiv.org/abs/1906.12221


• Wipe the dashboard (new document symbol)

• Search for “Locky” (a well-known ransomware attack)

• How many addresses are tagged as Locky?

• Select an attribution tag and explain its provenance

EXERCISE 3 | ATTRIBUTION TAGS
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• Make sure you still have an address related to locky on the dashboard

• Use the search function (depth: 2) to find an exchange that received money from the 

Locky attack

EXERCISE 4 | AUTOMATED TRACING
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Currency-Out LedgerCurrency-In Ledger

FUTURE DIRECTIONS | CROSS-LEDGER
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Ecosystem Exit Point

(e.g., Exchange)

Suspect Address

Some Entity

Needed forensic method: follow the digital trace of payments

up to a known exit point (typically exchange) across ledgers



• Wipe the dashboard (new document symbol)

• Search for “Internet Archive” (a non-profit organization in SF)

• Identify a Bitcoin (BTC) and a Bitcoin Cash (BCH) address and place them on the 

dashboard

• How much has the Internet Archive received in each currency?

EXERCISE 5 | CROSS-LEDGER ANALYTICS
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GOING BEYOND BASIC ANALYTICS TASKS
…by writing dedicated analytics jobs and executing them over the 
entire dataset
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INSIGHTS | METHODS
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Macroscopic AnalysisMicroscopicAnalysis

Useful for following the

digital trace of payments

Useful for understanding

(parts of) an entire cryptocurrency

ecosystem



INSIGHTS | RANSOMWARE MARKET
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[Source: https://arxiv.org/abs/1804.04080]



INSIGHTS | RANSOMWARE MARKET
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[Source: https://arxiv.org/abs/1804.04080]



INSIGHTS | RANSOMWARE MARKET
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[Source: https://arxiv.org/abs/1804.04080]

Ransomware is a highly

skewed market



INSIGHTS | SEXTORTION SPAM
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[Source: https://arxiv.org/abs/1908.01051]



INSIGHTS | SEXTORTION SPAM
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[Source: https://arxiv.org/abs/1908.01051]

I know *** one of your pass word.

I installed a trojan from the adult videos site

I will send your video recording to your contacts

solution should be to compensate me $1000

via Bitcoin (google "how to buy bitcoin" ).

BTC Address: 1GYfPNat1uQzrBBKTzftMtZ5TgzNdNmTL9

[...]

FAKE!!



INSIGHTS | SEXTORTION SPAM
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[Source: https://arxiv.org/abs/1908.01051]

Spammers consider language

in their pricing strategy



INSIGHTS | SEXTORTION SPAM
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[Source: https://arxiv.org/abs/1908.01051]

There are financial connections

among the entities receiving

extortion rewards



bernhard.haslhofer@ait.ac.at

https://graphsense.info

virtcrime-project.infotitanium-project.info
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