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INSIGHTS | GENERAL OBSERVATIONS

Anonymity

Global Micropayments

Decentralization

Early Promises and Expectations

Trackable Payments

Scalability Issues

De-facto centralization

Status Quo



PRIVACY ENHANCING CRYPTOCURRENCIES
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Monero ZCash Dash

Stealth addresses

Ring signatures

Ring CTs

Shielded transactions Private Send



• One of the first and the most widely 

adopted CryptoNote currency

• “An open source technology and 

concepts for the cryptocurrencies of 

the future”

• Untraceable payments

• Unlinkable transactions

• Egalitarian proof of work

• …

• https://cryptonote.org/coins

MONERO
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https://cryptonote.org/coins


MONERO | EXAMPLE TRANSACTION
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• Stealth addresses: outside observers do not 

know which addresses certain transaction 

outputs are assigned to

• Ring signatures: hide spent output among 

seemingly plausible ones

• Ring confidential transactions (Ring CTs): hide 

transaction amount

MONERO | SECURITY FEATURES
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Transaction X

value: ?

address: ?

Transaction Y

Transaction Z

???



Private spend key: for signing transactions 

and spending funds

Private view key: view all transaction related 

to account (can be shared to see balance)

Public spend key: part of Monero account 

address

Public view key: part of Monero account 

address
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MONERO | KEYS

Monero Account

Monero Address

44AFFq5kSiGBoZ4NMDwYtN18obc8AemS33DB

LWs3H7otXft3XjrpDtQGv7SqSsaBYBb98uNbr2V

BBEt7f2wfn3RVGQBEP3
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MONERO | KEY RELATIONSHIPS

Monero Address

44AFFq5kSiGBoZ4NMDwYtN18obc8AemS33DB

LWs3H7otXft3XjrpDtQGv7SqSsaBYBb98uNbr2V

BBEt7f2wfn3RVGQBEP3

Private

spend key

Private

view key

hash

Public

spend key

Public

view key

slid otherwise jeers 

lurk swung tawny 

zodiac tusks twang 

cajun swagger 

peaches tawny

Mnemonic seed



MONERO | STEALTH ADDRESS
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New Transaction

Input Output

Bob’s AccountAlice’s Account
Bob’s Monero Address

(          +          )

One-time public key

Stealth address

(          +         +  random)



MONERO | VIEW OUTPUT(S)
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New Transaction

Input Output

Bob’s AccountAlice’s Account

Private view key

Public spend key

(          +         )



One-time private spend key

(            +            )

MONERO | SPEND OUTPUT(S)
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New Transaction

Input Output

Bob’s AccountAlice’s Account



• A type of signature that can be performed by 

any member of a group

• Each user has private / public key pairs

• Signature is created from a number of public 

keys

• Message signed with ring signature is endorsed 

by someone in a particular group of people

• Not possible to compute which of the group 

members’ keys as used to produce signature
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MONERO | RING SIGNATURES
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MONERO | RING SIGNATURES

New Transaction

Input Output

Prev. Transaction 1

Input Output

Prev. Transaction 2

Input Output

Prev. Transaction 3

Input Output

Bob’s Account

Public Spend Keys

Signer’s Private Spend Key

Ring signature



MONERO | INSPECT EXAMPLE TRANSACTION
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ZCASH
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• Bitcoin fork with optional anonymity

• Two transaction types

• Transparent transactions (as in Bitcoin)

• Shielded transactions (encrypted)

• Shielded transactions hide the sender, 

recipient, and the value on the blockchain

• Backed by highly regarded research



• t-to-t: visible quantities of ZEC move between 

visible t addresses

• t-to-z: a visible amount of ZEC moves from a 

visible t address to a hidden z address within the 

shielded pool

• z-to-z: a hidden quantity of ZEC moves between 

hidden z-addresses

• z-to-t: a hidden quantity of ZEC moves from a 

hidden z address out of the shielded pool to a 

visible t address

ZCASH | TRANSACTION TYPES
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[Kappos et al. 2018]



ZCASH | SHIELDED TRANSACTION
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ZCASH | TRANSPARENT TRANSACTION
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